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Executive Summary

This document reports the interim results (as of M18) of SAFEXPLAIN’s FUSA-aware DL solution within the
scope of WP3-Deep Learning. The work has been performed in alignment with WP2 (AI-FSM lifecycle,
reported in D2.2 and reference architecture patterns, reported in D2.1). While explainable Artificial
Intelligence (XAl) is a fast-growing area of research, a systematic approach of how one can use it to support
FUSA compliant (in this specific context, it refers to Al-FSM compliance) solutions is lacking. The document
starts with defining project-relevant concepts, gathering relevant standards/guidelines, best practices and
state of the art XAl techniques. Gap analysis activities have been performed (continuously and interactively
together with WP2) to determine where, how, and which available XAl techniques can be utilized to support
the engineering process of dependable DL component as well as the required techniques/algorithms to
support the architecture patterns in Operation and Monitoring stage.

Noting that it is an active and ongoing core activity of the project, the content of the document should not
be considered complete. Instead, it captures the current understandings, which are constantly evolving
(and converging) at a rapid pace through collaboration and exchange of ideas among researchers from
different disciplines. Despite diligent efforts to maintain alignment, we anticipate discrepancies and gaps in
understanding at this stage. Indeed, these will serve as good motivation for subsequent gap closing
activities, ultimately leading to a final, comprehensive deliverable at the end of the project.

Existing relevant standards are also in a rapid development phase, facilitating knowledge sharing through
various collaboration channels. This ensures that the work remains up-to-date and relevant to the
community.




D 3.1 Specifiability, explainability, traceability, and robustness PoC and argumentation C
Vo SAF Al

1. Introduction

To be able to deploy in safety critical systems, the Deep Learning-based (DL-based) software functions need
to follow the specifications as defined in AI-FSM safety lifecycle (documented in D2.1[1]), where
explainability and traceability of requirements are mandated.

This document reports the interim results of tasks “T3.1 - Specification of dependable DL components”,
“T3.2 - Design of dependable DL components” and “T3.3 - Improved DL component robustness and online
monitorability” within the SAFEXPLAIN project. The aim is to report on our exploratory research into how
existing approaches, with focus on explainability and trustworthiness, addresses different challenges of DL
component (model) engineering and compliance with AI-FSM lifecycle specification (D2.1). The proposed
approach will devise explainability by design (either intrinsically by modified DL architecture or extrinsically
via external Explainable Al supporting tools). The traceability is managed within the AI-FSM via
Al_Traceability_Matrix and related argument patterns.

This document is organized as follows:

e Section 2 describes SAFEXPLAIN defined relevant concepts related to Al explainability, state of the
art reviews of relevant standards and explainable Al techniques. The section also describes several
representative techniques that have been preliminarily evaluated to validate the potential usage
assumptions, i.e. support building and operating Al-FSM aware DL solutions (discussed in the
subsequent sections).

e Section 3 describes a systematic approach to leverage these Explainable Al techniques to support
the specification and architecture of AI-FSM aware DL solutions, in compliance with AI-FSM
development lifecycle[1] as well as safety architecture patterns (D2.2[2]) in Operation and
Monitoring stage (OM stage).

e Section 4 focuses on the related algorithms to support safety architecture patterns in Operation
and Monitoring stage. The algorithms consider the “known” area as the safe operations of DL
solutions specified within AI-FSM lifecycle and enable the supervision components in OM to
manage the risks resulted from the system operating outside of its known/certified areas or if the
residual uncertainty may violate control requirements.

The following terminology are used within the document (in alignment with D2.1):

e Al/ML/DL: refers to Artificial Intelligence, Machine Learning and Deep Learning respectively.
Whereas Al is the broadest concept, enabling machines to mimic human behaviours, ML is a subset
of AL where the system can learn from the data with statistical methods, and DL is a subset of ML
that uses multiple-layered neural networks to analyse large datasets and learn from them.

e DL algorithm: Architecture design of a DL module, including all required building blocks, such as
layer definition and declaration, layer connectivity, optimizer, loss function and parameter
definition.

e DL model: Refer to the trained DL model, i.e. together with trained parameters (model weights)

e Dataset: Collection of data points, together with relevant annotations (labels), that can be used for
different purposes: training, validation and testing of a DL algorithm/model. The terms also be used
for production data during the OM stage.

e Learning type[3]: Supervised learning, Unsupervised learning, Semi-supervised learning,
Reinforcement learning, Transfer learning

e DL tasks[4]: Regression, Classification, Clustering, Anomaly detection, Dimensionality reduction,
generative, others.

e Traceability: DL traceability should be ensured traceability including in relation to datasets,
processes and decision made during the lifecycle to enable analysis of the DL outcomes and
responses to the context and consistent with the state of the art.
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e Phases/stages: Refers to (i) AI-FSM compliant development lifecycle phases/stages, and (ii)
Operation and Monitoring (OM) stage.

e Explainers: Explainable Al (XAl) techniques that are used to extract explanations from a dataset or
a trained DL model. The explainers are of two main categories: data explainers and model
explainers.

e DL component: The terms DL component within this document is used to refer to a specified DL
model (together with all required specification artifacts and explainers).

While various technical variations are mentioned, the focuses of this deliverable are:

e Tasks of target DL models: Object detection, semantic segmentation (special subclass of
classification).

e Algorithms of target DL models: CNN, MLP.

e Learning type of target DL models: Supervised learning.

e Datasets: (Timeseries) image datasets, synthetic datasets.

2. Background
2.1. Explainable and trustworthy related Standards

This section presents a review of several existing standards relevant to Explainable and Trustworthy Al.

ISO/IEC TR 5469:2024[5] (Artificial intelligence Functional safety and Al systems) is recently published, its
guidelines are recognized as relevant for SAFEXPLAIN and have been incorporated into the AI-FSM lifecycle
(D2.1), reference architecture (D2.2) and the AI-FSM compliant design of DL component within the scope
of this deliverable.

ISO 21448(6] focuses on the safety of the intended functionality (often known as SOTIF). The standard
address non failure related risks from functional insufficiencies or potential misuse of the human. The
standard is for road vehicles’ systems and considered as complementing Road vehicles FUSA standard 1SO
26262[7], however its guidance is applicable also for other domains and have been as inspiration for the
Verification and Validation (V&V) strategy within SAFEXPLAIN project.

ISO/IEC 22989[3] (Artificial intelligence concepts and terminology) establishes the terminology for Al and
describe the concepts in the field of Al. It defines trustworthiness via several concepts:

e Al robustness: Ability to maintain level of performance under any circumstances. Within the scope
of this document, this is reflected in the DL robustness assessments via correlation between the
expected performances against input variations (ODD, operational scenarios parameters and input
disturbances)

e Al reliability: Ability of a system to perform its required functions under stated conditions. The
reliability aspect is addressed throughout this document via assessment and assurance of all
required properties with regards to the defined ODD/operational scenarios.

e Al resilience: Ability to recover operational condition quickly following an accident. Resiliency of
the FUSA-aware DL design is provided by redundancy and other monitoring mechanisms in
operational safe architecture.

e Al controllability: Property of an Al system that an external agent can intervene in its functioning.
This is realized in the safe architecture.

e Al explainability: the important factors influencing a decision can be expressed in a way that
humans can understand. This is the key topic of FUSA-aware DL specification and design.
Explainability techniques are used in all applicable steps within Al-FSM lifecycle and also being used
to support “L1 Diagnostic and monitoring mechanisms” within Supervision Components in
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Operation and Monitoring stage (reference safety architecture pattern for safe Al-based system,
D2.2[2]).

e Al predictability: property of an Al system that enables reliable assumptions by stakeholders about
the output. This is realized within this work by the usage proposals of surrogate models both in the
Al-FSM phases and in OM stage.

e Al transparency: informing stakeholders about the detail and appropriate information. This is
realized via the application of data explainers and model explainers throughout all different phases
with involved stakeholders.

e Al bias/fairness: refers to the idea that different cases call for different treatment. Unwanted bias
may result in unexpected behaviours of the system. Within this document, the bias will be
controlled via assessments of data balance properties, V&V strategy and related XAl techniques to
find interactions between expected model performance against different dimension of input
scenarios.

ISO/IEC 23053[4] (Framework for Al Systems Using ML) defines system components and proposes the
reference elements of an ML system as in Figure 1. Related terminologies are used throughout this

deliverable.
Machine Learning
Task (problem definition)
Regression | | Classification|| Clustering :::::E m:’;’:m"w Other tasks
Model
Training models Evaluating Retraining models || Retraining models
for common use models with additional data||  for custom use
Data Software tools and techniques
Categories of ML Optimization
Data preparatbon algorithms methods Evaluation metrics
Training || Validation Test da Production
data data = data « Filtering » Neural network « Gradient descent . Ifm.'ls'lun. recall,
= Normalization « Decision tree « Least square curve F1 score
» De-identification + Bayesian network fitting + Area under ROC
* Support vector * Madimum furve
machine likelihood * Confusion matrix
estimation
+ Expectation-
maximization

Figure 1: Elements of an ML system (ISO/IEC 23053)

IEEE P7001[8] “Transparency of Autonomous Systems” aims to set out ‘measurable, testable levels of
transparency, so that autonomous systems can be objectively assessed and levels of compliance
determined’. The standard classifies three target audience:

Designers: Need to self assess the transparency of their DL-based system

Expert stakeholders: Require transparency as part of their work, including certification/regulatory
bodies, incident/accident investigators and other expert advisors in administrative actions or
litigation.

End users and society: Benefit directly from the increased transparency.

ISO/IEC TR 24027:2021[9] (Information technology — Artificial intelligence (Al) — Bias in Al systems and Al
aided decision making). This technical report addresses bias and fairness related to Al-based decision
making. ISO/IEC TR 24027 defines bias and fairness as follows:

10
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e Bias: systematic difference in the treatment of certain objects, people, or groups in comparison to
others. The bias can be sourced from Human cognitive, data or engineering decisions. From the Al-
FSM process and artifact perspective, the biases can be seen as follows:

o Requirement bias: Human cognitive bias, omission of important characteristics, contextual
assumption. Bias treatment strategy: Involve relevant stakeholders during the requirement
specification steps.

o Data bias: Non-representative sampling, label’s definition and generation, omission of
important data characteristics, unintentional changes during pre-/post-processing,
redundant encodings, historical and societal biases, data collection biases. Bias treatment
strategy: Measure bias/fairness, evaluate annotations and annotation process, identify
sources of bias. This type of biases is addressed within the scope of PhDM phase and with
the help of Data explainers.

o DL Model bias: Manual designed model features, informativeness bias between different
input data grouped by labels, interaction between models, expressiveness. Bias treatment
strategy: Testing with different test scenario settings, evaluation and measurements,
tuning.

e Fairness: A concept that is distinct from but related to bias. It can be characterized by the effects of
an Al system on individuals, groups of people, organizations, and societies that the system
influences.

Recommended bias/fairness assessments include the following metrics: confusion matrix.

ISO/IEC TR 24028:2023[10] (Information technology — Artificial intelligence — Overview of trustworthiness
in Artificial Intelligence). The technical report suggests that explainability is an important component of a
transparent Al system. Explanations shall be categorized by the aims, context, stakeholders needs, types of
understanding sought and mode of explanation.

Aims of explanations: (i) a causal understanding of how a result is arrived at; (ii) an epistemic understanding
of the knowledge on which the result is based; or (iii) a justificatory understanding of the grounds in which
the result is offered as being valid.

ISO/IEC TR 24029-1:2021[11] (Artificial Intelligence (Al) — Assessment of the robustness of neural
networks) is a technical report providing background information about existing methods to assess the
robustness of Al models: (i) statistical methods, (ii) formal methods, and (iii) empirical methods. The report
also provides robustness metrics available for statistical methods, which inspires the metric selection in
Section 3.5.2 DL component metrics.

The National Institute of Standards and Technology (NIST) have produced a report NISTIR 8312 [12]
describing four key facets of explainability in relation to Al systems:

1. Explanation: A system delivers or contains accompanying evidence or reason(s) for its outputs
and/or processes.

2. Meaningful: A system provides explanations that are understandable to the intended consumer(s).

3. Explanation Accuracy: An explanation correctly reflects the reason for generating the output
and/or accurately reflects the system’s process.

4. Knowledge Limits: A system only operates under conditions for which it was designed and when it
reaches sufficient confidence in its output.

Moreover, it is concluded that an Al system may be better able to meet system requirements if it utilizes
more than one type of explanation (both for the same user type, e.g. safety standards certifier, operational
user, and for different users). Explanation is constituted by the three remaining properties 2-4.

11
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NISTIR 8312[12] also provides considerations for Risk management with regards to potentially revealing of
proprietary information. This trade-off is detailed with reference to the four above-mentioned facets of
explainability.

1. Risk explanation: detailed (e.g. traceable) explanations can potentially reveal proprietary details,
i.e. trade secrets (two-way interaction might even expose information about the operational user).
A trade-off, therefore, resides in how many explanations (XAl approaches) to use — more
explanations increase explainability, but at the increasing cost/risk of exposing proprietary
information. Nevertheless, explanations, at some level, are necessary for compliance to regulations
such as given by the Fair Credit Reporting Act (FCRA) and GDPR (Article 13).

2. Risk meaningful: similar to Risk “explanation”, more meaningful explanations allow for greater
ability to meet standards or regulatory authorities but at the cost/risk of exposing proprietary
details.

3. Risk accuracy: if explanations are inaccurate representations of the trained model (model risk), they
are not only not useful but potentially dangerous explanations (if relied upon). The Federal Reserve
System[13] note that if the model is erroneous and the explainer is erroneous this may lead to poor
decision making (developer, user). If the explainer is inaccurate, we cannot know whether an
output is erroneous, or an explanation is erroneous.

4. Risk knowledge limits: As above, if the limits of the systems are well clarified, the inner working
(proprietary information) may be exposed.

It has been pointed out ([14]) that the use of counterfactual explanations (finding conditions where the
model prediction qualitatively changes) can be sufficient for explanations and do not necessarily reveal the
inner workings of the algorithm so can protect proprietary details.

NISTIR 8312 also refers to the accuracy-explainability trade-off in relation to categorizing explainable Al
methods as intrinsic (built in self-explainability) or post hoc (using separate XAl algorithms).

2.2. SAFEXPLAIN Al Explainability concepts

Various explainability concepts are used in the literature and related works, however the related definitions
and usages are sometimes ambiguous. Within SAFEXPLAIN, we decided to study the most common usages
of the concepts and define here below the relevant explainability concepts that will be used throughout
the project to avoid confusion.

In general, for a particular audience and task performed by a DL model, explainability is the ability to
generate human understandable reasons for the model predictions along with the internal workings of the
system. Explainability concepts are thus subjective and dependent on the target audience. In SAFEXPLAIN,
the key target audience are Al developer, data analysts, domain and FUSA experts. Extracted Al
explanations are also used by machine audience in the Operation and Monitoring stage (in the form of
runtime monitoring using extracted explanations).

Within SAFEXPLAIN context, explainability refers to the availability of a process and its methods to provide
the sequence of mappings from a blackbox’s (DL components) behaviours to the knowledge level that is
acceptable by a human being (an audience). Noted that sometimes the explanations are also used for
another module (machine) as its audience.

The complexity level of the chosen process and the acceptance level of its output (explanations) will thus
define the explainability level of the target DL components. During the project, evaluation criteria and
related metrics will be developed to measure explainability level. Initial ideas of such evaluation criteria are
discussed in Section 3.5 Relevant metrics.
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2.2.1. Understandability

Understandability (or equivalently, intelligibility) denotes the characteristic of a DL model to make a human
understand its function — how the model works — so that it can be conceived in a generic way the process
by which the model generates the output from the input, without any need for further explaining its internal
structure or the algorithmic means by which the model processes data internally. Since it is subjective and
dependent on human understanding, the provided examples are sensitive to personal perspective:
different human audience may require different level of explanations of the same example model.

Note that the level of understandability depends on the complexity of the model for human to follow, i.e.
understandability is related to the number and type of associations between the model structure and their
input/output values. Some examples of Understandability metrics can be found in [15], e.g. objectively
measure the time consumed by test persons to complete a task related to understanding how the model
deriving the output, and use that to validate hypotheses if a proposed quantitative metric has significant
impact on understandability.

2.2.2. Comprehensibility

Comprehensibility refers to the ability of a DL algorithm to represent its learned knowledge in a human
understandable fashion. This notion of model comprehensibility stems from the postulates of Michalski
[16], which stated that “the results of computer induction should be symbolic descriptions of given entities,
semantically and structurally similar to those a human expert might produce observing the same entities.
Components of these descriptions should be comprehensible as single ‘chunks’ of information, directly
interpretable in natural language, and should relate quantitative and qualitative concepts in an integrated
fashion”. Given its difficult quantification, comprehensibility is normally tied to the evaluation of the model
complexity.

2.2.3. Explainability

Refers to the ability to provide understandable explanations of a DL model global behaviour or a specific
prediction (local behaviour) via using extra supporting tools/techniques (referred to as explainers).
Examples of the explanations provided by the explainers can be human understandable rules, or important
features in the data, etc.

2.2.4. Interpretability

Refers to a passive characteristic of a model referring to the level at which a given model makes sense for
a human observer. This feature is also expressed as transparency. Models belonging to this category can be
also approached in terms of the domain in which they are interpretable, namely, algorithmic transparency,
decomposability and simulatability. Each of these classes contains its predecessors:

e Simulatability: denotes the ability of a model of being simulated or thought about strictly by a
human, hence complexity takes a dominant place in this class. Again, endowing a decomposable
model with simulatability requires that the model must be self-contained enough for a human to
think and reason about it as a whole.

e Decomposability: stands for the ability to explain each of the parts of a model (input, parameter,
and calculation). It can be considered as intelligibility. The added constraint for an algorithmically
transparent model to become decomposable is that every part of the model must be
understandable by a human without the need for additional tools.

e Algorithmic Transparency: can be seen in different ways. It deals with the ability of the user to
understand the process followed by the model to produce any given output from its input data.
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The main constraint for algorithmically transparent models is that the model must be fully
explorable by means of mathematical analysis and methods.

2.3. Explainability literature review and categorization

Various methods have been established to address different aspects of explainability. Categorization can
be organized based on the subject they pertain to, the approach to transparency they employ, the form of
representation they utilize, the scope of their application, the intended audience they serve, and the
techniques they apply. The subject of explainability can refer to the data or model. Transparency can be
characterized as simulatability (an understanding of the functioning of the method), decomposability
(understanding of the individual components), and algorithmic transparency (visibility of the algorithms).
Explanations can be represented in different forms such as text/tabular data, graphs and images. The scope
of the explainability method can be local or global, whereas the audience for whom the explainability is
tailored might include Al developers, safety experts, or end-users. Lastly, the technique employed can be
intrinsic, which is integrated within the model, or post-hoc, which is applied after the model has been
developed.

Table 1: Categories of Explainability methods

Category Applicability

Subject Data, model

Transparency approach Decomposability, simulatability, algorithmic

Representation Text/tabular, graph, image, numerical values

Scope Local, global

Audience Al developer, data analyst, domain expert, FUSA
expert, end user, machine

Technique Intrinsic, posthoc, antehoc

Algorithmic approaches for interpretability and explainability are required to be applied at different phases
of the AI-FSM lifecycle including: Data Management — to assess required distributions and quality of data;
Learning Management — to assess whether the selected model is optimal and optimized for the specific
task(s) within the ODD/Operational scenarios; Inference Management —to assess whether the performance
of the model can generalize, within defined safe boundaries, to making accurate predictions for real world
data. The phases themselves are not independent as poor model performance may owe to the quality of
the data as much as the design or optimization of the model itself, for example. Similarly, failure of the
model to generalize well to the real-world use case (deployment) may owe to failings of the model or the
dataset on which it was trained on or a combination thereof.

Algorithms designed to provide transparency and explainability to black box models also may provide levels
of detail of explanation suitable for different audience such as developers, safety assurance certifiers,
domain experts.

2.3.1. Data explainability

A standard approach to evaluate the quality of the datasets on which the black box DL models are trained
or otherwise finetuned, is to undertake Exploratory Data Analysis (EDA). This can take the form of simply
evaluating whether there is a distribution skew of data instances per class of data, or missing/corrupt data
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instances, or can evaluate the features inherent in the data to assess potential (feature explanation). Here
the task is to understand the feature (dimension/subspace) either from a domain perspective (expert
knowledge via EDA) or from a model perspective.

Many tools exist for undertaking a number of EDA based analyses of data, e.g. pandas profiling (now
referred to as yData profiling[17]), SweetViz[18], Google Facets[19]. EDA tools provide a list of statistical
characteristics of a dataset. Data visualizations are also a powerful tools to support data analysts: Parallel
Coordinate Plots (PCP), PCA, t-SNE[20], UMAP[21]

Data Readiness Levels (DRL[22]) are an ongoing development of a systematic framework used to assess the
quality and preparedness of data for making informed decisions, similar to Technology Readiness Levels
used in evaluating technology maturity. This framework helps in evaluating the usability, reliability, and
completeness of data across different stages, from initial collection to its application in real-world scenarios.
DRLs provide organizations with a structured approach to identify gaps, improve data management
practices, and ensure that the data is fit for its intended use.

A particular subset of data explainabilty techniques is feature extraction, encompassing both domain-
specific and model-based approaches. Domain-specific methods leverage expertise in the domain and
insights from EDA to extract and identify significant features. For instance, a binary classifier distinguishes
pixels that appear similar but denote different entities[23]. On the other hand, model-based feature
engineering employs various mathematical models to ascertain the inherent structure of a dataset.
Clustering and dictionary learning serve as examples of such model-based methods[24].

Implementing standards for documentation could bridge the communication gap between those who
create and use datasets, potentially mitigating these issues. Several proposals have been introduced to
encourage standardized dataset documentation, including Datasheets for Datasets[25], Dataset Nutrition
Labels[26], and Data Declarations for Natural Language Processing[27]. These initiatives propose different
frameworks for documenting essential information about datasets, such as their development history,
contents, collection methods, and any legal or ethical concerns.

Techniques for summarizing data are frequently employed when maintaining the entire training dataset is
costly or not feasible. One of these methods is prototype selection[28]. To summarize a dataset, one can
identify a limited set of representative samples, referred to as prototypes, which provide a quick overview
of the wider dataset. ProtoDash[29] selects representative and diverse prototypes from large datasets,
effectively capturing the essence and variety within the data. It optimizes for relevance and diversity,
ensuring the selected prototypes are both indicative of the overall data distribution and sufficiently distinct
from each other. This method is particularly useful for data summarization, visualization, and enhancing
model explainability by providing a compact, insightful subset of the original dataset. Contrastive
explanations method (CEM)[30] uses unsupervised network to learn from datasets and provide data
explanation (e.g. using the provided prototype patterns) for dataset or specific data point.

Variational Autoencoders (VAEs) are used where models that can generate new data points similar to the
training data. The latent space in VAEs, being a lower-dimensional representation of the data, can serve as
a compact and interpretable summary of the dataset's underlying structure. In other words, VAE can
reconstruct the input features from the output prediction, and Latent distribution at the bottleneck
provides a visual explanation (multivariate normal distribution of feature representation) [31].
Disentangled Inferred Prior Variational Autoencoder (DIPVAE)[32] learns high-level independent features
from images that possibly have semantic interpretation.
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2.3.2. Model explainability

Even when the data has been cleaned and readied for training with explainability techniques as outlined in
the previous section, the training process can remain difficult. Model explainability refers to the techniques
to enhance explainability of DL models either by intrinsic (interpretable models by design), post-hoc (using
model explainers) or antehoc (hybrid approach, where explainers are incorporated into the model designs
to extract required explanations for some important subpart of it).

2.3.2.1. Intrinsic

Intrinsic explainability focuses on designing/developing models that are inherently easier to comprehend.
We sometimes refer to models applying this concept as self-explaining models or interpretable models.

One strategy for constructing explainable models involves choosing from a group of inherently
interpretable or "white-box" modelling techniques. A fundamental method within this category is the linear
regression model, which estimates the target by calculating a weighted sum of the input features[33]. To
incorporate possible interactions between features, generalized linear models are used[34]. Decision tree
models serve as another illustration, segmenting the data repeatedly based on specific threshold values
within the features[35]. Decision sets[36], rule sets[37], k-nearest neighbours and Naive Bayes data mining
algorithms[38] are also examples of intrinsic approaches.

By combining an inherently interpretable modelling approach with a blackbox method, it's possible to build
a high-performing model that also offers explanations for its decisions. An illustration of this approach is
the Self-Explaining Neural Networks[39]. This strategy aims to generalize a basic linear classifier by
employing neural networks to identify relevant features, determine their weights, and outline how these
elements contribute to the final decision. This involves the use of concept encoders, a mechanism for
adjusting parameters based on input, and aggregators to describe three neural networks. The resulting
hybrid model combines the clarity and simplicity of a linear model with the powerful, adaptable capabilities
of a black-box model.

A model designed for explainability can be trained to justify its own predictions. The Teaching Explanations
for Decisions (TED) framework[40] is utilized to enhance the training dataset by incorporating a set of
features, the outcome, and the rationale behind that outcome, termed as an explanation, within each
example. TED is a framework aimed at improving explainability by using explanations relevant to the
specific domain included in the training dataset to predict both the labels and the explanations for new
cases. It assimilates the explanations given by users for the input/output combinations and produces
explanations for new input/output scenarios.

Modifying the structure of models can also enhance their explainability. For instance, in a convolutional
neural network (CNN) it is possible to steer the representations produced by the filters in the higher layers
to identify components of objects rather than merely recognizing patterns[41]. This is achieved by
integrating a specific loss function into the feature maps of a standard CNN. This loss function gives
preference to the identification of certain object parts within a specific class category, while it does not
activate for images belonging to different classes. Importantly, this approach does not require any data
annotations for object components. As a result, CNNs designed for explainability are capable of retaining
more relevant information in their high-layer filters compared to those trained through traditional
methods.

Regularization methods are commonly applied to enhance the predictive capabilities of Al models, and they
can also contribute to explainability. An example of this is tree regularization[42], which aims to increase
the explainability DNNs. The core idea behind this technique is to promote the development of a model
whose decision-making process can be closely approximated by a small decision tree, enabling human
interpretation of its predictions. This is achieved by incorporating a regularization term into the model's
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training loss function. Employing this approach may result in models that retain their predictive accuracy
while becoming more explainable.

It is worth to mention the methods using Teacher-Student architecture[43], [44]. It uses autoencoders to
explain the important regions in a classified image. The model had two networks, one for encoding input
image representations, and one for reconstructing an image with the same input image size. The model
uses the reconstructed image to visualize important parts of the classified image by using a binary
threshold.

2.3.2.2. Posthoc

Post-hoc explainability refers to techniques and methods used to explain the behaviour and decisions of a
model after it has been trained. It involves the development of a second model, usually as a surrogate of
the original model in order to provide users with explanations. These surrogate models are categorized into
local or global types. A global surrogate model leverages the entire training dataset for its operation, while
a local surrogate model focuses on approximation near a specific test input.

The Locally Interpretable Model-Agnostic Explainer (LIME)[45] functions as an intermediary model. It
operates by creating synthetic data points derived from the original input, upon which it trains a
straightforward machine learning model such as a decision tree or linear regression. This model is designed
to replicate the outcomes of a more complex DL model. The predictions made by this simpler, more
interpretable model are then utilized to mimic on how the original, "black-box" model arrives at its
conclusions. Anchors[46] is a variant of LIME that identifies a decision rule to explain the individual
predictions made by any black-box classification model. For generating local explanations of predictions,
this method employs perturbations. The explanations are presented as simple IF-THEN rules, known as
anchors, which differ from the surrogate models used by LIME.

Changing a pixel in the input image can lead to an increase (indicating a positive gradient) or a decrease
(indicating a negative gradient) in the class's predicted probability. The magnitude of the pixel's alteration's
impact is directly proportional to the absolute value of this gradient. This principle forms the basis of what
are known as gradient-only methods. Several techniques are worth considering. Class Activation Map
(CAM)[47] are saliency based visual explanations which provides a localization map using the weights of the
global average pooling (GAP) layer added to standard CNNs. Gradient-weighted CAM (Grad-CAM)[48]
provides for models within the CNN family, enabling explanations without requiring changes to the
architecture or retraining. HiResCAM[49] is an improvement of Grad-CAM to highlight only the locations
the model used to make each prediction. Guided Backpropagation[50] is a technique that visualizes the
gradient with respect to images when backpropagating through the rectified linear unit (ReLU) activation
function. Score-CAM([51] also incorporates gradient information, but perturbate the image by the scaled
activations and measure how the output drops. Augmented Score-CAM[52] utilizes the image
augmentation method employed in training convolutional neural networks. By using the input image, it
produces a set of augmented images and generates a class activation map for each one. The final activation
map is obtained by combining these augmented activation maps. Spatial Sensitive GRAD-CAM (SSGrad-
CAM)[53] modifies the heatmap generated from Grad-CAM with space maps computed by normalizing the
magnitude of gradients. It was applied to Single Shot Multibox Detector (SSD[54]) to incorporate spatial
sensitivity and focus on the importance of both features and space. Occlusion sensitivity[55] describes
importance of different regions in an input image for a given prediction. The basic idea is to systematically
occlude different parts of the input and observe the impact on the model's prediction.

DeepLIFT (Deep Learning Important FeaTures)[56], is a method to decompose the output prediction of a
neural network on a specific input. It achieves this by backpropagating the contributions of all neurons in
the network to every feature of the input. DeepLIFT compares the activation of each neuron to its reference
activation and assigns contribution scores according to the difference. These scores can be computed
efficiently in a single backward pass.
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Integrated Gradients[57], another method for attributing feature importance in the context of deep neural
networks. This method measures the gradient of the model's prediction output with respect to each input
feature, integrated along a straight path from a baseline input to the actual input. The baseline input is
typically a neutral or zero input that represents the absence of all features. The path integral of the
gradients effectively captures the significance of each feature in the transition from the baseline to the
actual input.

Visualizations are widely used as techniques for explanation. A Partial Dependence Plot (PDP[58]) can
interpret complex models by isolating and illustrating the impact of specific variables on predictions. PDPs
show the effect of one or two features on the predicted outcome of a model, averaged over a dataset. This
approach helps in understanding the relationship between the target response and the input features of
interest, irrespective of the values of other features. Accumulated Local Effects (ALE)[59] is a method used
to understand the effects of input features on the predictions of a model. Unlike global methods, which
assess the overall importance of features, ALE focuses on how changes in feature values locally affect the
prediction. This provides a more detailed view of the feature-prediction relationship by aggregating local
gradients, thereby helping in identifying how features influence predictions across different regions of the
feature space.

Example-based explanation methods provide interpretability by using specific instances from the data set
to illustrate how a model makes its predictions. These methods make complex models more
understandable by highlighting representative examples (prototype and criticisms) or showing minimal
changes that alter predictions (counterfactuals), thereby offering intuitive insights into the model's
decision-making process. The prototype and criticism method[60] identifies representative examples
(prototypes) that encapsulate the main characteristics of a class and examples (criticisms) that highlight the
model's limitations or areas where it might be less certain. Prototypes help users understand what the
model considers a typical case, while criticisms point out exceptions or edge cases. A counterfactual
explanation of an outcome or a situation takes the form “If X had not occurred, Y would not have
occurred”[14]. Moreover, counterfactual explanations can be guided by prototypes[61].

Game theory methods, when applied to explainability, leverage concepts like Shapley values[62] to
determine the importance of each feature in a predictive model's decision. This is done by assessing the
impact of each feature on the model's output across all possible combinations of features. SHAP (SHapley
Additive exPlanations)[63] provides a consistent and locally accurate method to attribute the impact of
each feature, offering insights into how the model makes its decisions. The core idea behind SHAP is to
explain the prediction of an instance by quantifying the contribution of each feature to the difference
between the actual prediction and the baseline prediction (often the average prediction over the dataset).
SHAP values ensure fairness (each feature's contribution is fairly allocated), additivity (the sum of the SHAP
values equals the difference between the prediction and the baseline), and consistency (if a model changes
so that a feature's contribution increases or stays the same, its SHAP value does not decrease). Gradient
SHAP[64] is a variant of SHAP that specifically utilizes gradients to efficiently compute SHAP values for
models where calculating exact Shapley values is computationally infeasible. By leveraging the gradient
information available in differentiable models, Gradient SHAP efficiently approximates the contribution of
each input feature to the model's prediction, offering a practical and scalable solution for explaining
predictions of complex models like deep neural networks. It was applied as a pixel-wise feature attribution
method to basis visualization of for YOLO (You Only Look Once[65]) object detection model of satellite
images, in which texture is often complicated, and the target objects may be small.

Neural methods for explainability aim to help clarify the complex inner workings of neural networks, making
their predictions more accessible and trustworthy. Layer-wise Relevance Propagation[66] (LRP) is a
technique used to interpret the decisions of neural networks by backpropagating the prediction output
back to the input layer, thereby attributing relevance scores to individual inputs. LRP generates heatmaps
through finding the relevance of each neuron in the network (in relation to a layer-by-layer evaluation of
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contribution of weighted inputs to other neurons) using a principle of conservation related to Kirchoff's
electric circuit theory. Composite LRP[67] employs variations of the LRP algorithm tailored for specific layers
within a network: certain adjustments are more effective for the later layers that are believed to represent
components of objects, while other modifications are more suited to the initial or middle layers, which
capture more basic features. Contrastive Relevance Propagation (CRP) [68] extends LRP to explain
individually the bounding box and classification decisions of SSD. CRP for Localization Models (L-CRP)[69] is
an extension of the CRP method, it was applied to YOLOvV5 and YOLOv6 enabling local concept-based
understanding of segmentation and object detection models. LRP-CRP method[70] builds upon the
foundation of LRP by introducing a contrastive component. In addition to identifying the features that
contribute to the prediction of a specific class, LRP-CRP also highlights features that argue against it,
favouring alternative classes. This contrastive approach provides a more nuanced understanding of the
model's decision process, showing not only why the model made a particular decision but also why it did
not choose other options. It was applied to YOLOV5 to understanding the model's reasoning in a more
detailed and contrastive way. Concept Relevance Propagation[71] builds upon LRP methods, extending
them to not only identify important features but also to understand how these features relate to specific
concepts or classes within the model's decision-making process. This approach helps in providing more
interpretable explanations of model predictions by highlighting the relevance of input features in the
context of the model's learned concepts.

Rules Extractors within the context of explainable methods refers to a class of techniques designed to
extract simple, understandable rules from complex models to produce rough approximation of a predicted
behaviour. DEXIiRE[72] is a propositional rule extractor for binary classifier DL. It works by converting the
activation values of a trained DL model into binary format (either 1s or 0Os) to identify activation patterns,
specifically focusing on the most active neuron in each hidden layer, from which it then extracts rules.
Additionally, DEXIRE offers a version for multiclass classification tasks, which employs a decision tree to
facilitate this process. ECLAIRE[73] is a polynomial-time decompositional algorithm able to scale to both
large training sets and deep architectures. It analyses the network's structure and activations to generate
a concise set of if-then rules that mimic the network's reasoning, making the model's decisions easier to
understand and explain. RXTEN[74] relies on reverse engineering technique. It identifies the functionality
of each input neuron by analysing the mistakes occurred at the removal of that neuron from the network.
DeepRED[75] builds decision trees on the activations of the considered NN as the input and compose these
trees, or rules derived from them, into more complex ones. Layer by layer it uses decision tree induction to
generate a set of if-then rules, making the model's decisions understandable. It can be applied to multilayer
perceptron’s (MLPs[76]) of any depth. Two-step CNN rule extractor[77] uses two MLPs for extracting
propositional rules from the feature extractor part of the discretized interpretable convolutional network,
and the MLP head of the virtual discretized interpretable multi-layer perceptron. Deep Convolutional DNF
Learner [78] utilizes binary neural networks to convert the inputs and outputs of neurons into binary form.
This process is aimed at approximating the behaviour of a trained CNN to derive first-order logic rules.

It is possible to transfer information from a pre-trained deep neural network that has a high test accuracy
to a simpler interpretable model or a very shallow network of low complexity and a priori low test accuracy.
ProfWeight[79] uses a sophisticated DL model as a high-performing teacher which lessons can be used to
teach the simple, interpretable, but generally low-performing student model. ModelSpeX[80] outlines a
dynamic workflow for specifying deep neural network (DNN) models, engaging domain experts in the
process. It incorporates explainable artificial intelligence (XAl) to analyse data and model relationships
through visual analytics, utilizes XAl for extracting rules, and evaluates the model's performance in
comparison to the DNN model. Additionally, it offers domain experts the ability to modify the specifications
of the defined problem.

Understanding and modelling different forms of uncertainties in DL models for computer vision is essential
for achieving more precise and dependable outcomes. Bayesian neural networks[81] offer a method to
evaluate various uncertainties by replacing traditional network weights with probabilistic variables. It is
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imperative to address both aleatoric and epistemic uncertainties to construct robust and reliable DL models
in the realm of computer vision[82]. Aleatoric uncertainty is associated with the natural variability or noise
present in the data, which remains unaffected even by an ideal model. On the other hand, epistemic
uncertainty stems from the model's inadequacies in fully understanding the data's true distribution,
highlighting the model's ignorance about certain facets of the problem at hand. Dropout, a technique
employed to prevent overfitting in DNNs by intermittently excluding a fraction of the neurons during
training, aids in fostering more generalized features within the network. This approach also serves as an
approximation to Bayesian inference, enabling the model to gauge the uncertainty in its predictions by
averaging the outcomes from several iterations of the DNN with dropout applied. This process improves
the reliability of decision-making systems[83]. Studies have demonstrated a correlation between the
measure of uncertainty and the accuracy of object detection[84]. Predictions that are marginally incorrect
exhibit greater uncertainty compared to those that are more accurate, aligning with expectations from a
reliable uncertainty estimation method. This insight suggests that uncertainty estimation in bounding box
regression could enhance non-maximum suppression techniques by preferring boxes with lower variance
in bounding box regression. Furthermore, the presence of aleatoric uncertainty has been linked to object
occlusion, making it a useful indicator of inherent ambiguities in the data.

2.3.2.3. Antehoc

While intrinsic explainability techniques involve directly engineering DL model designs to enable them to
implicitly learn concept-based explanations, and post-hoc explainability works with already trained models,
there are hybrid approaches that modify pre-trained models by incorporating explanatory subcomponents
and thus make them explainable, known as antehoc explainability.

Explainable models can modify the CNNs architecture to improve their interpretability. This modification
can replace some CNN parts like layers and loss functions or add new components to the CNN network like
attention layers, autoencoders, and deconvolutional layers.

Various types of attention mechanisms were incorporated into CNNs architecture. Global-and-local
attention (GALA)[85] approach involves integrating attention layers into CNNs to generate attention activity
maps. DomainNet[86] transforms pre-trained CNN and apply two attention levels for extracting object parts
and features. Residual Attention[87] stacked attention modules and integrate with CNNs to generate
attention-aware features. Unlike previous attention approaches, Loss-based attention[88] doesn't add
attention layers to CNN. It removes max-pooling layer in CNN and added loss-based attention to identifying
which parts of the image explain the CNN decision. D-Attn[89] uses text reviews to learn the features of
users and items and predict their ratings. It adds attention layer before convolutional layer to learn
local/global attentions for user reviews. ALL-CNN[50] replaces max-pooling layer with convolutional layer
and increased stride to reduce dimensionality.

A different approach is to integrate CNNs architecture with other machine learning models. The Explainer
model[90] enhanced the interpretability of pre-trained CNNs by integrating autoencoders, which
decomposed and then reconstructed feature maps to highlight distinct object parts using interpretable
filters. This approach resulted in more understandable feature maps and reduced localization instability
compared to other CNNs, though this came with a trade-off in lower classification accuracy. The XCNN[91]
model also utilized autoencoders within CNNs to identify regions of interest (ROI) in images. It comprised
an autoencoder for creating interpretable heatmaps, which were then analysed by a CNN classifier. The
effectiveness of XCNN's heatmaps was assessed both qualitatively, through class discrimination, and
guantitatively, via object localization. Techniques such as LRP and Guided-Backpropagation highlighted the
superior quality of these heatmaps. The Adaptive Deconvolutional (Adaptive DeConv) model[55] breaks
down an image into its feature maps before reconstructing it. This approach incorporated the use of
deconvolutional and max-pooling layers, and was later combined with a CNN classifier to identify objects.
The reconstruction of images took place at either the intermediate or high levels of the CNN. Deep Fuzzy
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Classifier (FCM)[92] utilizes fuzzy logic to categorize data points, incorporating a fuzzy classifier subsequent
to the final convolutional layer. It employs fuzzy clustering alongside relevance feedback based Rocchio's
algorithm on the feature map for the extraction of class representatives. The FCM model was capable of
highlighting the importance of individual pixels in relation to the predicted class, offering saliency maps that
were more comprehensible compared to those of conventional CNNs. One can also investigate image
representations by inverting them using up-convolutional neural networks[93]. These networks implicitly
learn natural image properties (priors) during training, allowing them to recover information like colour or
brightness that might not be explicitly present in the original extracted features.

The "Network In Network" (NIN)[94] approach replaces traditional convolutional layers and linear filters
with micro networks to enhance spatial invariance. The Class-Specific Gate (CSG)[95] method integrates a
class-specific gate with filters in a CNN to allocate each filter to one or more specific classes. An alternative
strategy involves altering the CNN's loss function to enhance interpretability. The Interpretable CNN[41]
technique augments the feature map loss across all filters in the final convolutional layer, compelling each
filter to capture unique object parts. Dynamic-K[96] deviates from the standard stochastic gradient descent,
employing adaptive activation thresholding for CNN interpretation. The SAD/FAD[97] technique introduces
spatial activation diversity (SAD) and feature activation diversity (FAD) loss functions to render the CNN
more distinctive. The Forward-Backward Interaction[98] (FBI) method introduces an activation loss function
for forward-backward interaction as a regularization strategy to refine CNN interpretability and mandates
a triple-pass training to identify critical regions. The And-Or Graph (AOG)[99] framework employs a
graphical model with And-Or graphs to semantically reorganize convolutional layer representations,
effectively demystifying the "black box" by incorporating four additional layers: semantic part, part
template, latent pattern, and CNN unit. The ProtoPNet[100] model utilizes a prototypical part network to
dissect images for prototypical parts prior to final classification, introducing a prototype layer between the
convolutional and fully connected layers. Lastly, ProtoPShare[101] aims to decrease the quantity of
prototypes produced by ProtoPNet through a merge-pruning technique that facilitates prototype sharing
across classes, entailing two phases: initial CNN training and prototype pruning.

Some methods focus on analysing existing models from the outside. DeepFool[102], for example, is an
external technique that probes the model's decision boundaries to identify weaknesses. It generates
adversarial examples to fool DL models. It employs a method of iteratively linearizing the classifier to create
minimal disturbances that effectively alter classification outcomes. This approach enables a dependable
evaluation of the classifiers' robustness. In contrast, ViT-NeT[103] is an interpretable architecture
specifically designed for fine-grained image classification. It incorporates a neural tree decoder that mimics
human-like decision-making, offering insights into the model's reasoning process.

2.4. XAl candidates for use within SAFEXPLAIN

This section discusses initial set of XAl algorithms as the candidates for usage within SAFEXPLAIN as a proof
of concept. The algorithms have been through the first evaluation by the WP3 team and will gradually be
enriched to the end of the project to provide complete guidelines and examples. The realizations of these
algorithms into libraries are described in Deliverable D3.2.

2.4.1. Data explainers

2.4.1.1. Prototype selection

Prototype selections belong to a class of algorithms to extract a subset of representative instances (namely
prototypes) from a dataset. For example, Figure 2 shows representative patches describing snowy road
condition in an image dataset of different sizes (using kMean clustering algorithm and L2 distance). For
image datasets, such extracted patches capture representative local patterns of the dataset, depending on
the chosen patch size, distance metric, and clustering algorithms.
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Figure 2: Data prototypes extracted from a dataset of snowy road conditions

20x20 - P8 20x20-P9 20x20 - P10

70x70 - P8 70x70 - P9 70x70 - P10

ProtoDash[29] generates prototypes and criticisms to provide explanations. Prototypes illustrate the overall

behavior of the dataset, whereas criticisms highlight instances that the prototypes do not adequately
explain.
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Figure 3: Extracted prototypes and critisms by ProtoDash (courtesy [29])

ProtoDash identifies a variety of prototypes (crititisms) that each offer a unique perspective on the dataset,
ensuring a comprehensive understanding of its entirety. After pinpointing the first prototype (crititism), the
algorithm proceeds to find a subsequent one. In this search, it aims to find a sample that exhibits similar
while simultaneously uncovering novel patterns, ensuring this new prototype (crititism) differs from its
predecessor. ProtoDash is designed to pinpoint examples within the training dataset that most accurately

reflect the distribution of a given test input. Therefore, this algorithm offers a straightforward way to grasp
the fundamental features influencing model's predictions.

Other prototype-based methods such as those described in Section 2.4.2.1 can also be used to extract
representative prototypes from a dataset, from a model attention perspective.

2.4.1.2. Data profiling

Data profiling is the process to generate summaries of data. The following approaches are usually adopted:

e Assessment of data quality:
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o Structure discovery:

o Assessment of format of the data, consistency across the dataset, and other
compliant requirements (resulted from PhDM).

o Data completeness/balance: Identify distribution specification of dataset over a
specific data dimension or lower dimensional subspaces. Examples include
histograms, interactions...

o Descriptive statistics such as min, max, standard deviation...

o Data rule validation: Defining the expected data quality rules and validate the
dataset versus the specified rules to ensure or measure compliance violation of
data accuracy, consistency, integrity, and validity. Examples include Great
Expectations?

o Content discovery:

o Analyse systemic issues.

o Data pattern: Identify patterns or prototyping instances representative of the
dataset.

o Domain analysis

o Relationship discovery:

o Finding relationship between different dimensions of the dataset or between
different subsets of data points

o Timeseries data reconciliation by timestamp

Sensor fusion data: For example, data registration from lidar, radar, camera
o Dataredundancy: e.g. datasets captured from different sources (weather forecast,
vehicle perception sensors, infrastructure sensors, synthetic data)

o
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Missing cells (%) 00%
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Figure 4: WADS Point cloud data profiling report using yData

! https://github.com/great-expectations/great_expectations

23



D 3.1 Specifiability, explainability, traceability, and robustness PoC and argumentation C
V1.0 SAFEXPLAIN

Several data profiling tools are available, however yData profiling (formerly Pandas profiling) has been
selected within this first round of experiments.

Figure 4 illustrates a part of data summary report generated by yData profiling (formerly Pandas profiling)
for a subset of WADS lidar point cloud dataset[104].

2.4.1.3. Variational Autoencoder

Variational Autoencoder [31] is a class of probabilistic generative models, consisting of a encoder network
performing feature extraction and a decoder network that reconstruct from the extracted feature into the
original dataspace. The model is optimized with two objectives: reconstruction quality (Euclidean distances)
and data distribution quality (Kullback-Leibler divergence[105])

2.4.1.4. Data plots
2.4.1.4.1. Feature distributions

Different types of graphs can be used to visualize the distributions of annotations or input features of the
dataset. Usually, one or two features are selected for the plots to ensure the human understandability.
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Figure 5: Visualizations of data annotation distributions (subset of PASCAL_VOC test dataset)
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2.4.1.4.2. Feature interactions
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Figure 6: Feature interactions between sepal length and sepal width (IRIS dataset)

Feature interaction plots visualize the interaction between a pair of selected feature dimensions. For
example, scatter plot can be used to describe the interaction between two features (dimensions) of the
dataset (Figure 6).

2.4.1.4.3. t-SNE plot

t-SNE[20] proposed a variation of Stochastic Neighbor Embedding (SNE) to crowd points together in a two
or three dimensional map. The cost function used by t-distributed SNE (t-SNE) differs from the one used by
SNE in: (i) symmetrized version of the SNE cost function with simpler gradients, and (ii) Student-t
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Figure 7: t-SNE 2D plot of MINIST digit image dataset, color dots representing different digits
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distribution rather than a Gaussian to compute the similarity between two points in the low-dimensional
space.

The plot can visualize high-dimensional data in a lower dimensional plot with the datapoints grouped by
the clusters (by SNE) to increase understandability of a dataset.

2.4.2. Model explainers
2.4.2.1. Prototype/Criticism

ProtoPNet[106] is a DL model designed to provide explanations for its decisions, especially in distinguishing
one object from another similar one (for example, differentiating a pigeon from a partridge) in real-time. It
leverages convolutional layers to identify and extract specific features from the input image, which
represent prototypical parts. These features are then matched against those from training images, resulting
in an activation map that highlights the similarities. A distinctive aspect of this approach is the creation of
"heat maps." These visualizations pinpoint the parts of an object (such as a bird's belly, wings, beak, etc.)
that were crucial for its classification, essentially illustrating the model's thought process in distinguishing
between object species.

{a) Object attention (b) Part attention {c) Part attention + comparison with learned
{class activation map) {attention-based models) prototypical parts (our model)

Figure 8: ProtoPNet example (courtesy [106])

In contrast to post-hoc approaches that generate interpretations after the model has been trained,
ProtoPNet integrates a case-based reasoning mechanism that offers explanations concurrently with the
classification process. Unlike attention-based models that merely highlight the critical features of a test
image, ProtoPNet goes a step further by not only identifying these features but also illustrating how the
test image compares with prototypical parts. Moreover, ProtoPNet employs a dedicated neural network
architecture designed specifically for extracting features and learning prototypes through an end-to-end
training approach. Additionally, ProtoPNet simplifies the visualization of prototypes without the need for a
decoder and enhances its accuracy through the integration of multiple ProtoPNet models, thereby
increasing the number of prototypes available for each class.

ProtoTree[107] similar to ProtoPNet, is a DL model designed for fine-grained image recognition. It
incorporates prototypes within an understandable decision tree structure, allowing for comprehensive
visualization of the entire model. Each binary tree node contains a trainable prototype part. Whether an
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image features this prototype determines the path taken through a node. Consequently, decision-making
mirrors human logic: If a bird possesses a red throat and a long beak, it is identified as a hummingbird.
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Figure 9: ProtoTree example (courtesy [107])

2.4.2.2. Feature importance

2.4.2.2.1. Accumulated Local Effects (ALE)
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Figure 10: ALE plots for 2 trained models (Logistic Regression and Gradient Boosting) on IRIS dataset,
selected input features are petal length and petal width

ALE[59] is a feature importance technique, it quantifies how the average prediction changes locally as a
specific feature varies, providing insights into the non-linear relationships between features and model
predictions.

Figure 10 illustrates the ALE plots for 2 different simple models (logistic regression and gradient boosting).
2.4.2.2.2. Partial Dependence, Individual Conditional Expectation Plots

Partial dependence plots show the dependence between the output prediction scores (or a dataset
annotation) and a selected set of input features of interest, marginalizing over the values of all other
features. To increase human understandability, we should only select small number of input features for
each plot (typically 1 or 2 features of interest).
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Individual Expectation ICE[108] plot, similarly, also visualize the dependence of the output prediction scores
on a selected feature of interest. However, unlike PDP that only plots the average effect, ICE shows the
dependence separately per data sample.

Combination of these two plots will provide the audience with information on how the output prediction
scores of a DL component are dependent on specific dimensions of the dataset. Figure 11 shows an example
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Figure 11: PDP (Orange) and ICE (blue) plots of the dependence of bike rental number
predictions on temperature and humidity

of the two plots[109] on a trained MLP network on “bike sharing demand” dataset to predict the number
of rental bikes. The plots show dependences of the prediction on selected features temperature and
humidity.

The dependences on input features can be visualized for either (i) model output predictions or (ii)directly
with the dataset annotation ground truth.
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2.4.2.2.3. Permutation Feature Importance

Permutation Feature Importance (PFI) [110] determines the global feature importance by measuring the
effects of permuting features on the correlation between the feature and the target and consequently on
the model statistical performance
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Figure 12: Permutation Feature Importance plot, Random Forest model, IRIS dataset

2.4.2.2.4. LIME

LIME (Local Interpretable Model-Agnostic Explanations[45]) is an explainability technique which locally
approximates the Al model with a linear surrogate model. In this way, the complex decision boundary of
the model can be simplified, and the features of the input can provide insights about their contribution to
the final output of the model (e.g., how much age or gender contribute to a classification model for
identifying a certain class of people).

Global Local

N tL'e
t?‘}' . D 4o
,'... +:'.

Complex Non-linear Simple Linear

Figure 13: LIME provides local explanations as simple linear classification approximates.

LIME is local and model-agnostic; it is designed to be applied to classification models (binary or multi-class)
but can adapt to a variety of other tasks, such as detection, segmentation, etc. It can work on different
types of input, including numeric data, text, and images.

The LimelmageExplainer class works with images, where features are patches on the input image; it can
generate a heatmap with patches relevance based on their contribution to the model output. While being
model agnostic and providing useful results, the main downsides are that the choice of the patches/features
is arbitrary, and that it is not fully deterministic and thus perfectly reproducible.
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Figure 14: LIME explanation of a dog image. Image is segmented by superpixel regions. The yellow region represents the most
influencing region of the model prediction (of “dog”)

Its application is mainly for inspecting single edge cases and errors and could be employed during different
phases such as development, verification, operation. It requires in any case some human inspection, since
it provides no objective scoring but visual information on the input image.

2.4.2.2.5. SHAP

SHAP (SHapley Additive exPlanations[63]) is a renowned technique which employs the shapley values
concept from game theory, which computes the features relevance to the model output by removing them
and comparing the output with the original one. It is a local and model-agnostic technique; furthermore,
some model-aware flavours are available. It can again work on tasks of classification (binary or multi-class)
and can adapt to detection and visual-based tasks, with input ranging from data to text and images.

Since features in a model input can’t be removed, they are masked using average or multiple values from a
background dataset provided by the user. It is computationally exponential in the features number, so
actual implementations approximate without exploring the whole graph of features removal possibilities;
due to that, it is not fully deterministic. It must also be considered that SHAP computes only the relative
importance of features, not an absolute one.

Like in LIME, SHAP (example illustrated in Figure 15) can work on images and compute the relevance of
portions of the input. In this case, the patches masking must be provided by the user, which has control
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Figure 15: SHAP explanation of a dog image
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over the shape and dimension. Again, like LIME, it can be used to analyse specific outputs of the model in
different phases of the model lifecycle.

2.4.2.3. Layer wise relevance propagation (CRP/LRP)

Layer wise relevance propagation (LRP[66], [111]) is an explainable technique that works by propagating
the relevance scores back through the layers of the DL network and assign importance values to each input
features. In the case of visual based DL network, the features are pixels in input images that contribute to
a specific prediction by the model. The techniques back trace layer by layer and redistribute the relevance
scores from one layer to its precedent layer (Figure 16, from [107]). The relevance scores are conserved
through layers and equal to the final layer’s prediction score. Different variations of LRP introduce different
approaches of score distribution, e.g. using "alpha-beta" rule considering both positive and negative
contributions or the "z-beta" rule focusing on positive contributions.
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Figure 16: lllustration of the LRP procedure (courtesy of [107])
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Concept Relevance Propagation (CRP[71]), introduced by Fraunhofer HHI group, further enhance the basic
techniques of LRP by applying concept disentanglement to the last layer, thus instead of only propagating
relevance score of the final prediction, the method also provide feature importance scores with regards to
a known set of disentangled concepts.

2.4.2.4. Saliency maps

Saliency maps[112] or pixel attribution methods are DL explainability techniques that highlight which parts
of an input image are most relevant for the model prediction. This kind of techniques, explain individual
predictions by explaining how each individual input or feature, a pixel for example, is affecting the final
prediction in a positive or a negative way.

In general, in a CNN architecture, the first convolutional layer’s role is to learn lower-level spatial
representation (features) such as edges and corners. The hierarchical structure allows convolutional layers
to learn higher levels of abstraction and possibly features that can produce semantic meaning at a
categorical level, such as classification and annotation of objects. Last convolutional layer’s learned features
proceed to the classification networks or dense layers in a CNN model[113].

Saliency maps are a general method used to visualize each pixel’s unique quality independent from the
predicted class. It works as a transformation where all data in the input space are re-represented using a
lower number of dimensions. This transformation removes redundant and irrelevant features and
segregates class relevant features from the background.

Many of the current methods based in saliency maps, are gradient-based methods. These methods,
compute the gradient of the prediction with respect to the input features.

2.4.2.5. CAM

Class Activation Mapping[47] (CAM) is a technique used to generate visual explanations for deep neural
networks (DNNs). It has been widely adopted to generate saliency maps to provide visual explanations for
DNNs.
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This method uses the notion of Global Average Pooling (GAP). The last stack of fully connected layers is
substituted by a GAP layer which averages the activations of each feature maps and outputs the calculations
as a vector. This vector’s weighted average sum is introduced in the last softmax layer to highlight the most
important parts of the predicted image. This is made by projecting back the weights of the output on the
convolutional feature maps.

Figure 17: CAM maps overlaying on input image, VGG16 CNN classification

Gradient-weighted Class Activation Mapping (GradCAM[48]) is a more versatile version of CAM that can
produce visual explanations for any arbitrary CNN, even if the network contains a stack of fully connected
layers. It uses the gradients of any target concept flowing into the final convolutional layer to produce a
coarse localization map highlighting the important regions in the image for predicting the concept.

In this case, the gradient is not backpropagated until the image but to the last convolutional layer to
produce a coarse localization map. It assigns each neuron a weight to choose the decision of interest.

As it has been mentioned earlier, the first convolutional layer of a CNN takes as input the images and
outputs feature maps that encode learned features. The other convolutional layers do the same but take
as input the feature maps of the previous convolutional layers. Grad-CAM analyses which regions are
activated in the feature maps of the last convolutional layers.

In the first convolutional layer, only the raw values of each feature map could be visualized, averaged over
the feature maps and overlay over the image. Since the feature maps encode information of all the classes
and we want only information about the classified class, this approach would not be valid. Instead, each
pixel of the feature map will be weighted with the gradient and after it, averaged over the different feature
maps.

As a result, we will obtain a heatmap that highlights the regions that affect both positively or negatively to
the prediction of the class. The heatmap will be sent through a ReLU function to set all negative values to
zero because the positive values will be the only ones that contribute to the classification of the target class.
After mapping to the original image and scaling the values the heatmap will be represented over it.

EigenCAM[113] uses Principal Components to provide visual explanations for Deep Convolutional Neural
Networks. It is a novel approach that builds on CAM to cope with the increasing demand for interpretable,
robust, and transparent models. EigenCAM computes and visualizes the principal components of the
learned features/representations from the convolutional layers creating heatmaps that can be overlaid on
top of the original image to highlight which parts of the image induced the greatest magnitude of activation
from the convolutional layers. As convolutional layers grow more and more compact, they go from picking
up smaller visual details to learning more global representations throughout the image, so the principal
components extracted from one convolutional layer aren’t necessarily like the ones extracted from a
different layer. Typical visualizations might show heatmaps across several different layers or congregate
them into a singular heatmap to highlight the overall focus of the image.

EigenCAM can also provide valuable information when the detection involves more than one object. In
Figure 18, we can appreciate how EigenCAM, applied to a case of railways, can provide information about

32



D 3.1 Specifiability, explainability, traceability, and robustness PoC and argumentation CYD ‘k
V1.0 SAF 7 ‘ | ._ L

where the model is focusing when detecting cars and a train. In the left figure, we can see the original image
with predictions provided by the model. In the middle, we could see the saliency map produced by
EigenCAM. In the third image, we see an image of the saliency map produced, but only for the detected
bounding boxes.

Figure 18: EigenCAM applied on YOLOVS8 revealing where the model is focusing when detecting a train and some cars.

Anchors[46] is a local model posthoc explainer. It generates of simple rules to approximate the local
behaviour of a DL model. It finds a set of conditions on the input features to guarantee the model prediction
consistency.
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Figure 19: Anchors explainers applied for InceptionV3 model trained on ImageNet. From left to right: Original image, anchors
superpixel segments (slic function) and segment that constitutes the anchor

2.4.2.6. Language-based Explainers

A surprising amount can be learned about the behavior of a deep network by understanding the individual
neurons. Neuron-level descriptions are fine-grained descriptions that capture relational, and logical
structure in learned features and make use of the full compositional vocabulary of humans. Language-based
explainer approaches leverages recent advances in multimodal vision/language models which are gaining
a lot of traction. Understanding the role of each neuron can help identify biases and vulnerabilities in the
model that help make model-level decisions.
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CLIP-Dissect[114] - An automatic neuron labeling method for vision networks leverages pretrained
multimodal vision/language models. Unrestricted concepts without the need of any concept labeled data.
It is training-free and model agnostic.

ResNet-50 Layer 1 ResNet-50 Layer 4
Neuron 46:  CLIP-Dissect: stripes NetDissect: waffled Neuron 1203: CLIP-Dissect: nursery NetDissect:
MILAN(b): Spots of the color white MILAN(p): White dots outlining objects MILAN(D): Items that are connected MILAN(p): Animals and blimps
obesbcic : ~;
o
L e

Neuron 10:  CLIP-Dissect: red NetDissect: banded Neuron 1731: CLIP-Dissect: graduating MNetDissect:
MILAN(b): Red colored oh|9rr=. MILAN(p): Red and white objects MILAN(b): Red and blue objects MILAN(p):

- = il e

Neuron 242: CLIP-Dissect: aquanium  NetDissect: blue-c Neuron 683: CLIP-Dissect: terrier NetDissect: bus
MILAN(b): Fluorescent blue objects MILAN(p): Blue and purple objects MILAN(p): Circular objects

Figure 20: CLIP-Dissect and MILAN results on ResNet-50 explanations

MILAN[115] - A paradigm for labelling neurons with expressive, compositional, and open-ended
annotations in the form of natural language descriptions. Given a neuron, MILAN generates a description
by searching for a natural language string that maximizes pointwise mutual information with the image
regions in which the neuron is active. Method involves representing each neuron via the set of input patches
on which its activity exceeds a fixed threshold. Adopting an information-theoretic criterion for selecting
descriptions: the final neuron description procedure optimizes pointwise mutual information between
descriptions and exemplar sets.

Neuron 1480: CLIP-Dissect' bus NetDissect: bus
MILAN(b) MILAN(p) Ice cream and bulls

Neuron 2008: CLIP-Dissect: bus NetDissect: bus
MILAN(b): Vehicles MILAN(p): Buses and trains
-

. '

Figure 21: CLIP-Dissect and MILAN results
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2.4.3. Intrinsic explainable DL models

2.4.3.1. Interpretable models

Intrinsic explainability (a.k.a. interpretability) can be achieved by designing self-explanatory models which
incorporate interpretability directly into the model structures. Traditional ML models can be considered as
intrinsic interpretable models, examples include:

e Linear models: Linear regression, logistic regression, kernel ridge regression, general linear models
(GLM), Exponential models (Poisson), quantile regression, Linear and Quadratic Discriminant
Analysis (LDA, QDA), Support Vector Machine

e Probabilistic models: Naive Bayes, Gaussian Naive Bayes

e Tree based models: Decision Tree, Random Forest

e Distance based Clustering: k-Nearest Neighbours, Density-Based Spatial Clustering of Applications
with Noise[116] (DBSCAN), Hierarchical clustering

¢ Rule based models: e.g. RuleFit[117], CN2[118] (Inductive Classifier 2), RIPPER[119] (Repeated
Incremental Pruning to Produce Error Reduction), PART[120] (Partial Decision Trees)

e Prototype based models: Models that make predictions based on the similarity between the data
instance (data point) and known clusters of data represented by prototypes. Examples of clustering
algorithms include: k Nearest Neighbours, Centroid based distance, Learning Vector Quantization
(LvQ), Self organizing maps (SOM)

2.4.3.2. Uncertainty aware DL models

To quantify the uncertainty of the DL model, several approaches that support to derive uncertainty-aware
DL model from the original DL model are proposed. They are categorized into two main categories based
on the uncertainty types (Reader consults more details in Section 3.2):

e Epistemic uncertainties: This type of uncertainties resulted from the lack of knowledge or the
proper architecture/parameters of the model. It is thus connected to the uncertainty about the
hypothetical true model of the problem.

o Bayesian Neural Networks (BBN): This type of networks encodes and incorporate prior
belief by implementing distribution over model parameters. They are computationally
demanding and usually not appropriate to use for OM stage. Techniques include:

= Bayesian CNN [121] where layers of the original CNN network can be modified

= BBB[129] (Bayes by Backprop):Samples all the weights individually and then
combines them with the inputs to compute a sample from the activations.

= BBB_LRT (Bayes by Backprop w/ Local Reparameterization Trick): Combines Bayes
by Backprop with local reparameterization trick from [130]. This trick makes it
possible to directly sample from the distribution over activations.

o Ensemble Methods: Using different models to provide a distribution of predictions (per
model), then use the variance for uncertainty estimation.

o Monte Carlo Dropout: involves utilizing the same DL model but running the network
multiple times with random dropout to generate a distribution of predictions.

e Aleatoric uncertainties: This type of uncertainties is irreducible, i.e. the uncertainty remains even
with larger datasets provided. This includes noise inherent in data observations, uncertainty in
data/annotations or sensor errors. To estimate/quantify this type of uncertainty, the model output
instead of providing scalar prediction, should provide the distributional estimations (provided the
uncertainty cannot be reduced but can be modelled)

o Heteroscedastic Regression Models: Assuming Gaussian distribution of output predictions,
thus provide output as (Mean, variance). The network will be trained using NLL loss.
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o Probabilistic Regression Models: Provide any types of output distributions, examples
include density mixtures networks that provide enough mixture components to model the
uncertainty nature of the problem.

Noted that the Domain uncertainties are addressed by the PhDM phase in Al-FSM and the employment of
data anomaly detector in the OM stage.

2.4.4. Metaheuristic search

While not specifically related to XAl methods that originally focus on explanation of how DL model works,
understanding of how DL performance metrics are dependent on different input parameters such as
training hyperparameters, network optimization parameters, or ODD/scenario parameters is of important
to support the development process of dependable DL components.

Within the domain of XAl, metaheuristic search represents a collection of algorithms or strategies aimed at
addressing complex optimization problems that traditional, precise methods struggle to solve due to their
scale, complexity, or absence of a deterministic algorithmic solution. This process involves estimating the
conditional probability of a DL model's performance metric based on a set of input parameters through
metaheuristic search.

Bayesian optimization[122] leverages a surrogate model, often a Gaussian Process, to act as a stand-in for
the actual DL model. This surrogate model, built from past observations, efficiently approximates the
relationship between input parameters and performance metrics, guiding the search for optimal
configurations without requiring as many costly evaluations of the actual DL model. Sequential Model-
Based Optimization for General Algorithm Configuration (SMAC) [123] is specifically designed for
hyperparameter optimization, it offers distinct features tailored for algorithm configuration using random
forests as a surrogate model. SMAC utilizes an aggressive racing mechanism, where it pits two
configurations against each other to efficiently determine which performs better. In contrast to SMAC the
tree-structured Parzen estimator (TPE) [124] uses tree-like structure to explore the hyperparameter space.
It prioritizes exploring branches that are more likely to lead to better performance. TPE utilizes a non-
parametric approach, relying on two separate distributions — one representing the "good" performing
configurations and another for the "bad" ones. Spearmint[125] focuses choosing appropriate priors and
inference procedures for the Gaussian Process surrogate model. This method performs slice sampling and
employs various acquisition functions (e.g., Expected Improvement) to guide the search towards promising
parameter configurations. FAst Bayesian Optimization on LArge data Sets (Fabolas) [126] addresses
limitations of Bayesian optimization for large datasets by utilizing efficient Gaussian Process sampling and
an exploitation-oriented strategy with early stopping. Fabolas combines adaptive selection and evaluation.

Simulated Annealing[127] inspired by metal cooling, finds the minimum of a function like error by iteratively
exploring solutions. It starts with a random solution and a high "temperature," allowing exploration of both
good and bad solutions. As the "temperature" gradually decreases, the algorithm becomes more selective,
focusing on better solutions and eventually converging to the optimal one.

Bandit-based methods are hyperparameter optimization strategies derived from the multi-armed bandit
problem. This problem illustrates a situation with several choices, like slot machines, where the potential
rewards are not fully known. The objective is to maximize rewards over the long term by carefully selecting
which options to explore and exploit over time. These methods are especially useful for achieving a balance
between exploration and exploitation in metaheuristic search optimization, especially in scenarios with
scarce information and numerous potential solutions. Successive Halving[128] finds the best configuration
among many options. It starts by randomly evaluating all configurations with a fixed budget. Then, it
repeatedly discards the worst half based on performance, focusing resources on the remaining options that
look to be superior, until only one configuration remains. This approach balances exploring various options
and exploiting the promising ones. Hyperband[129] is an algorithm that builds upon the Successive Halving
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approach. It runs multiple Successive Halving processes with different budgets, allowing it to balance
exploration, i.e., testing a wider range of configurations, with exploitation, i.e., focusing on the most
promising configurations. While Successive Halving and Hyperband directly evaluate options and discard
less promising ones, Gaussian Process Upper Confidence Bound (GP-UCB) [130] utilizes a different
approach. It builds a Gaussian process of the objective function to predict potential outcomes and
uncertainty. This allows it to prioritize exploration in areas with high potential value while considering
unexplored regions, making it efficient with limited data, particularly valuable for expensive evaluations.

Metaheuristic search algorithms are also drawing inspiration from the nature to tackle complex
problems[131]. Inspired by swarming birds, Particle Swarm Optimization (PSO[132]) finds the best solution
(minimum or maximum) by iteratively exploring possibilities. Each solution, called a particle, moves based
on its own best past position and the best position found by the entire swarm, balancing exploration, and
convergence. Drawing inspiration from the way ants forage, Ant Colony Optimization[133] finds optimal
solutions by mimicking their pathfinding behaviour. Virtual ants explore the search space, leaving a stronger
"pheromone trail" on shorter, more efficient paths. As ants follow and update these trails, the algorithm
converges towards the best solution, balancing exploration, and exploitation. Spotted Hyena
Optimizer[134] inspired by hunting hyenas, tackles complex problems. Hyenas (representing solutions)
move in the search space (like a savanna) based on successful hyenas and surrounding information, with
some randomness. The "prey" (optimal solution) might move slightly to prevent early convergence. Other
examples include CMA-ES[135] (Covariance matrix adaptation evolution strategy) and Differential
Evolution[136].

3. Specification and Design of FUSA-aware DL
solutions

Trustworthiness of Al systems[3] refers to characteristics which help relevant stakeholders (defined within
the AI-FSM guideline) understand whether the Al system meets their expectations throughout different
phases/steps of the AI-FSM development lifecycle and in the OM stage. These characteristics can help
stakeholders to verify that:

e Development process under Al-FSM: Understand the boundaries of the Al systems where they can
operate safely (with regards to the safety goals and scope)

o FUSA-aware DL solutions have been properly designed and validated in conformance with
state-of-the art rules and standards. This implies quality and robustness assurance.

o FUSA-aware DL solutions are built for the benefits of the relevant stakeholders. This implies
awareness of the workings of Al algorithms and an understanding of the overall functioning
by stakeholders. It also implies qualification or certification assurance of Al development
and operation in conformance with Al-FSM assurance process.

o FUSA-aware DL solutions are provided with proper identification of responsible and
accountable parties.

e Operation and Monitoring stage:

o FUSA-aware DL solutions will not put the safety critical systems at risk by operating outside
of their known environments as specified during the Al-FSM development lifecycle.

o FUSA-aware DL solutions will provide the quantization of their irreducible uncertainties.

o FUSA-aware DL solutions will not provide predictions using unknown (never seen before)
interpretable logics that have been developed and verified during the development
lifecycle.

Explainability is required at various phases of AlI-FSM assurance process lifecycle. The SAFEXPLAIN FUSA-
aware DL solutions will incorporate the explainability features into the design and architecture of DL
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solutions throughout the entire Al-FSM lifecycle to support transparency, traceability and providing (where
applicable) explanations in the form of evidence to support compliant argumentations.

The following principles are proposed:

e Transparency: The FUSA-aware DL solutions should be designed to maximize transparency of the
decision-making process of systems relying on DL components. That includes the three key
approaches: decomposition into irreducible (explainable) DL sub-components, simulatability, and
algorithmic transparency of the decomposed sub-components.

o Traceability/error backpropagation: Explanations should be extracted from the DL specification
items to support diagnosis and trace any specific decisions made by the DL component.

e Safety awareness: The FUSA-aware DL solutions should be aware of the operational context and
safety goals (via the definition and measurement of metrics supporting safety requirement
compliant)

e Humanintheloop: Where applicable, an architecture that allow human interaction in the decision-
making process provided explainability to facilitate the communication between Al and human.

e Guided test automation: The FUSA-aware DL solutions should suggest techniques to support V&V
strategy.

The following subsections may repeat some of the concepts or definitions from AI-FSM (D2.1) or the safety
architecture patterns (D2.2), with the intention to discuss and propose potential solutions to facilitate the
compliance as set forth by these tightly connected guidelines.

3.1. Requirement Engineering for Al

Requirement engineering for Al software (RE4AI [137], [138], [139]) is a growing research field in recent
years, providing new approaches but still facing challenges and limitations. Requirement engineering for
traditional software is a well-established domain, which is now having trouble being applied to Al, due to
its novel, data-driven approach, and its different development processes.

Requirement engineering is a crucial process for software. Since user needs are meant to drive the software
design and development, RE encompasses processes in which they are collected, analysed, specified as
requirements, and verified in the final product.

As described in RE4AI[13], different modelling languages are available for RE, and the most cited in studies
regarding RE for the Al field are:

e GORE (Goal-Oriented Requirements Engineering), a framework posing the basis of requirements
into the goals the user wants to accomplish; by refining broad goals into smaller, specific aims, and
considering different models for achieving them, a set of specifications is negotiated and
documented.

e UML (Unified Modelling Language), a framework in which goals, scenarios, users and jobs are
captured and represented graphically, omitting at first the operational and implementation details
and focusing on the general picture, on possibilities and threats of the early model design. On this
view, the different components of the system are specified in detail.

These languages comprise different flavours and specific implementations that can suit different needs.
Besides that, other modelling tools are available such as Signal Temporal Logic (STL), Traffic Sequence
Charts (TSC), Conceptual Model, Causal Diagrams, Domain Specific Modelling (DSM) and more.

Many challenges are nevertheless still relevant in RE4Al, and in general in the general use of Artificial
Intelligence, on which it is important to cast the stakeholder’s attention:

e the overconfidence in using Al, applying it without the due experience to specify and develop
adequately the system, and without a clear understanding of its limitations.
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e the definition of requirements, which can be hard to specify or too vague, and sometimes are
overlooked when the final, specific outcomes of DL software arise from training over data rather
than from a clear set of specifications.

e the data management, which takes a pivotal role with respect to traditional software development.
Datasets are essential for training, testing and validating DL software; data quality, variety,
consistency need to be implemented as a routine process, and in particular data generation is a
powerful tool which must be analysed and adequately used.

e the black-box DL functioning, as many processes and outputs can’t be explained or reconstructed
as in traditional software. A clear need for explainability techniques arises, together with new non-
functional requirements such as transparency.

e the trustworthiness and ethics-related issues, such as abiding by the rules and regulations of the
European General Data Protection Regulation (GDPR) or ensuring training datasets aren’t affected
by biases which could compromise the fairness of the algorithm.

Exactly in these fields the work in SAFEXPLAIN aims to step in and provide answers and guidelines, both in
the AI-FSM compliant development process and in the practical implementation of Al-based software in
Operation and Monitoring stage.

3.2. Uncertainty challenges of DL components

In the work of Brando et al. [134], the authors present a structured approach to dissecting the sources of
uncertainty inherent in Deep Learning (DL) components. Their research is geared towards establishing a
formalized process to pinpoint and categorize the origins of uncertainty, which is crucial for enhancing the
reliability and effectiveness of DL systems.

p(x | X)

X Predictive
AT System
B Defined by M ¢ M
Domain
uncertainty

Figure 22: probabilistic disentanglement of the uncertainty sources for a supervised learning system (i.e. the predictive Al-based
system). Note that only the last two types of uncertainty depend on the selected predictive system or model.

At the core of supervised learning, the process begins with a training dataset denoted as (X,Y), where 'X'
represents the input data points and 'Y' signifies the corresponding annotations or labels. Both 'x' (individual
data points within 'X') and 'y' (individual labels within 'Y') are treated as random variables, with 'p(X,Y)'
indicating the joint distribution between them. The primary objective for a DL component, trained using
this dataset, is to accurately learn the probabilistic relationship between 'y' and 'x'.

Brando et al. introduce a categorization of uncertainty sources into three distinct types:

e Domain Uncertainty [135]: This type relates to the uncertainty in modelling the input data
distribution 'P(X)' concerning the specific problem at hand. It essentially reflects how well the
sampled dataset represents the actual data encountered in real-world scenarios.

e Epistemic Uncertainty: This form of uncertainty arises from the limitations of the DL model itself,
influenced by a finite set of hyperparameters. It encapsulates the gap between the actual model
and the ideal model that could perfectly address the problem.
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e Aleatoric Uncertainty: This pertains to the inherent variability in the output variable 'y', which can
be attributed to factors such as occlusions, insufficient quality of data, or inadequate annotations
that hinder clear predictions.

An illustration of these uncertainties is provided in Figure 22, further explaining how each type is addressed
at different phases of the Al Framework for Safety Management (AI-FSM) and OM stage. Domain
uncertainty is tackled before evaluating the supervised DL model (via PhDM-Data Management phase).
Epistemic uncertainty is detected and managed via the engineering and V&V processes of the DL model
(PhLM — Learning Management phase and PhIM — Inference Management phase). Finally, the aleatoric
uncertainty, as it is irreducible, must be modelled and based on that design the decision system (uncertainty
estimators in OM stage).

Domain Epistemic Aleatoric
uncertainty uncertainty uncertainty

Labels/annotations
“truck” (groundtruth)

Training/V&YV datasets

Learning o, (n((' " O “car’ |
e v
. Training weight
Stochastic? q 9
N Allocated safet +
Realworld data Trained weight oz;i;ihsiﬁ l{emdiltrg:;:;gorrecﬂ

(within ODD) when the situation
may lead to hazards

Inference .l

Deterministic

Figure 23: DL uncertainties

3.2.1. Data failures (Domain uncertainty)

Labelled datasets play a pivotal role in the training, validation, and testing phases of DL models. These
datasets serve as the foundation upon which models learn to make predictions or decisions. However, the
effectiveness of DL components is heavily contingent on the alignment between these datasets and the
actual data encountered in real-world operational scenarios. Failures often emerge when there is a
significant discrepancy between the training/validation/testing datasets and the operational environment.
Such mismatches can lead to models that perform well in a test environment but falter in real-world
applications.

To mitigate these risks and enhance the safety and reliability of DL models, it is crucial to adhere to specific
requirements concerning the datasets used (as set forth by PhDM- Data Management. These requirements
are delineated into primary categories: completeness, representativeness, balance, accuracy, volume and
distinction between the three subsets (training/validation/test datasets).

Noted that since the datasets are captured/synthetized/prepared with some sampling strategies to reflect
the real-world situation, i.e. they are lower dimensional projections of the realworld and are sensitive to
the chosen sampling strategies. Within SAFEXPLAIN, the following iterative approach is proposed:
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e Proceed data collection/preparation steps and assessment of the dataset compliance with the pre-
knowledge of the area.

e Document the specification of these datasets as the baseline for the current dataset release.

e Inlater phases or in operation, different issues detected may result in better knowledge of the data
requirements/specifications. This additional knowledge will be incorporated into the next iteration
by revising the data requirements or specification.

3.2.2. Model failures (Epistemic uncertainty)

Model failures in the context of machine learning (ML) essentially question the model's ability to function
as intended within its design parameters. These failures occur when an ML model, despite being trained on
a representative dataset, does not perform accurately or reliably in its intended application domain. This
discrepancy between expected and actual performance highlights the presence of epistemic uncertainty,
which is rooted in the knowledge (or lack thereof) embedded within the model about its operational
environment.

The quantification and understanding of epistemic uncertainty are crucial for diagnosing and addressing
model failures. This type of uncertainty is primarily manifested in two ways:

e Insufficient Performance: This occurs when a model does not achieve the expected level of
accuracy or efficacy in its predictions or decisions. The reasons for insufficient performance can be
multifaceted, including:

o Insufficient Data: Even if a dataset is representative, its size or diversity may not be
adequate to capture the full complexity of the problem space, leading to a model that is
undertrained or unable to generalize well.

o Network Design: The architecture of the model itself might be unsuitable for the task at
hand. This could be due to an overly simplistic design that fails to capture complex patterns
in the data or an overly complex model that is prone to overfitting.

o Training Hyperparameters: Incorrectly tuned hyperparameters can significantly impact a
model's learning process and its eventual performance. This includes learning rates that
are too high or too low, inappropriate regularization, or batch sizes that do not suit the
dataset.

e Insufficient Robustness: This reflects the model's inability to maintain its performance across a
range of scenarios, particularly in the face of new, unseen data or slight perturbations to the input.
Insufficient robustness can be attributed to:

o Model Bias: An inclination towards certain predictions due to biases in the training data or
the model's architecture. This can lead to consistent errors in specific types of inputs or
scenarios.

o Lack of Generalization: The model's failure to apply learned patterns to new data. This
often results from overfitting during training, where the model learns the noise in the
training data instead of the underlying patterns.

3.2.3. Conditional occlusion failures (Aleatoric uncertainty)

Conditional occlusion failures highlight a critical aspect of aleatoric uncertainty, focusing on the inherent
unpredictability and noise within the data that cannot be reduced or eliminated through model
improvements or data cleaning. These failures are particularly challenging because they stem from the very
nature of the data and its collection processes, affecting the model's ability to make accurate predictions.
Key sources of conditional occlusion failures include:

e Occlusions: This occurs when part of the relevant data is obscured or hidden from view, making it
difficult for the model to accurately interpret the available information. In visual processing tasks,
for example, an object of interest may be partially covered by another object, leading to incomplete
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or misleading data being fed into the model. Occlusions challenge the model's ability to accurately
recognize patterns or objects, directly impacting its performance.

e Sensor Limitations: Every sensor used in data collection has its limitations and error margins, which
introduce irreducible errors into the dataset. These limitations could be due to the sensor's
resolution, sensitivity, or operational range, leading to data that is inherently noisy or imprecise.
For instance, low-light conditions might reduce the quality of images captured by a camera, while
environmental factors could affect the accuracy of temperature readings. Sensor limitations
require models to be robust enough to interpret data within these constraints, acknowledging the
uncertainty these errors introduce.

e Subjective Data Annotation: In tasks requiring human judgment for data labeling, such as
annotating emotions in facial expressions or categorizing human behavior, there is a significant
element of subjectivity. Different annotators may interpret the same data differently, leading to
variability in the dataset that reflects human judgment rather than objective truth. This subjectivity
adds a layer of complexity, as the model must navigate these variations to learn the underlying
patterns.

¢ Inherent Uncertainty in the Response Variable: Some problems naturally involve a high degree of
uncertainty in the outcome or response variable. This can be due to the complexity of the system
being modeled, where multiple equally plausible outcomes exist for the same input. For example,
in forecasting weather conditions or predicting stock market movements, the inherent uncertainty
of the domain itself poses a significant challenge.

3.2.4. Failure modes

The endeavor to systematically catalogue and understand Al-related failure modes is an ongoing area of
research, critical for advancing the field of artificial intelligence and machine learning. Recognizing and
addressing these failure modes is essential for developing robust, reliable, and fair Al systems. Some of the
typical failure modes encountered in DL-based applications include:

e Fairness: This failure mode pertains to the equitable performance of DL components across
different demographic groups or classes. It addresses the risk of algorithmic bias where, for
example, a facial recognition system might perform well for certain ethnic groups but poorly for
others. Ensuring fairness involves implementing measures to detect and correct biases, promoting
equality in Al outcomes across all classes.

e Generalization: A key challenge for DL models is the ability to generalize from training data to new,
unseen data. Failure in generalization can lead to overconfidence, where a model makes incorrect
predictions with high confidence. This often occurs when models are overfitted to the training data,
lacking the flexibility to adapt to new information. Improving generalization requires techniques
such as regularization, cross-validation, and ensuring a diverse training dataset.

e Sensitivity to Adversarial Noises/Attacks: DL models can be vulnerable to adversarial attacks,
where small, intentionally designed disturbances in the input data lead to incorrect predictions.
This sensitivity underscores the importance of designing models that are robust against such
manipulations, incorporating adversarial training practices that anticipate and mitigate these
vulnerabilities.

e Timing Performance: Ensuring a balanced trade-off between timing and functionality performance
is crucial, especially in safety-critical applications where decisions must be made rapidly and
accurately. Failures in timing performance can compromise both the safety and efficiency of Al
systems. Optimizing algorithms for speed, without sacrificing accuracy, is vital for applications
requiring real-time processing.

e Consistency: The integration of new knowledge with previously certified knowledge (e.g., through
transfer learning) can present challenges in maintaining consistency. Models must be able to learn
from new data without forgetting prior learning or compromising the integrity of established
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knowledge bases. Techniques such as continual learning and memory replay are explored to
address these concerns.

e Interpretability/Explainability: A fundamental challenge in DL is the ability to provide clear and
understandable explanations for the decisions or predictions made by models. The lack of
interpretability can hinder efforts to identify and correct errors, making it difficult to trust and
validate Al systems. Developing models that are both accurate and explainable is a key focus,
aiming to enhance the transparency and accountability of Al technologies.

3.2.5. DL related risk assessment aspects

In the development and deployment of DL-based systems, understanding and mitigating risks is crucial for
ensuring their reliability and effectiveness. Based on insights from the literature [138], several key risk
aspects are identified that require careful consideration:

e Potential Impacts of Common Corruption Patterns: DL models can be susceptible to performance
degradation when exposed to various real-world corruption patterns. These patterns can include
visual distortions due to harsh weather conditions, signal interference in audio data, or even
anomalies in text data caused by typographical errors. Recognizing and preparing for these
common corruption patterns is essential for developing models that maintain high performance
levels even in challenging operational environments. Techniques such as data augmentation,
robust training methods, and continuous monitoring can help in mitigating these risks.

e Out Of Distribution (OOD) Awareness: OOD awareness refers to the model's ability to recognize
and appropriately handle input data that significantly differs from the training distribution. OOD
data can lead to unpredictable model behavior and unreliable predictions. Implementing
mechanisms for detecting and managing OOD inputs ensures that the model can either safely
ignore such data or flag it for human review, thereby preventing potential errors or failures.

e Uncertainty Estimation: Accurately estimating uncertainty in predictions is a critical aspect of risk
management in DL systems. Uncertainty estimation allows for a more nuanced interpretation of
model outputs, distinguishing between high-confidence predictions and those where the model is
essentially "guessing." Techniques such as Bayesian neural networks and ensemble methods can
provide valuable insights into the confidence levels associated with predictions, guiding decision-
making processes and highlighting areas where additional data or model refinement is needed.

e Error Propagation Among Modules in the System Pipeline: In complex DL systems consisting of
multiple interconnected modules, errors can propagate from one module to another, amplifying
the impact and potentially leading to systemic failures. It is vital to assess how errors in one part of
the system can affect subsequent stages, implementing safeguards and feedback mechanisms to
contain and correct errors as early as possible. This includes rigorous testing of individual modules,
as well as end-to-end system evaluations to identify and mitigate error propagation pathways.

3.3. Al-FSM aware DL solutions

AI-FSM aware DL solutions (earlier referred to as FUSA-aware DL solutions) inherits the specificability and
traceability from being complaint with and specified by all required artifacts within the AI-FSM lifecycle
process. The traceability of the AlI-FSM aware DL solution is enabled by the construction and instantiation
of argument patterns (structured forms of reasoning) to support the overall system safety claims.
Throughout the steps within AI-FSM phases, different explainability (and DL specific) techniques will be
leveraged to support the steps in automating some subtasks or generating evidence to support the
subclaims of the safety argumentation. This section will describe where and how different techniques
shortlisted from existing technologies can systematically be mapped to the usages by Al-FSM phases and/or
steps.
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3.3.1. Focused scope

Deep Learning based systems can cover a wide range of tasks, for different kinds of applications in software
and different types of input and output, typically consist of the following most common classes: Regression,
Classification, Clustering, Anomaly detection, Dimensionality reduction, Generation.

Having such a variety of techniques and artifacts, a choice must be made to focus the effort and provide
good solutions, at the same time applicable to different use cases and also specific enough to be effective.
Within the scope and timeline of SAFEXPLAIN, the focus will be set mainly on the tasks of object detection
and semantic segmentation, plus a more outstanding use case to add some variety. This choice is
reasonable as a vast range of industrial applications, such as autonomous driving, navigation and
monitoring, rely on processing images of the environment and identifying objects and classifying them.

The FUSA-aware DL solutions described in this section are categorized by their applications throughout the
following key phases:

e AI-FSM lifecycle phases: The DL solutions (DL components) are described as a collection of modules
and compliant supporting tools during the AI-FSM process (D2.1).

e Operation and Monitoring stage: Solutions and the key components to facilitate compliance with
the reference safety architecture pattern in D2.2.

Figure 24 depicts the scenario categories as defined by SOTIF, characterized by the two key dimensions:
Known/Unknown and Hazardous/Not hazardous. The FUSA-aware DL solution supports within AI-FSM can
be mapped to the evolutions represented by the two arrows in the right part of the figure, i.e. expanding
the “Known” subspace, as well as clarifying the boundary between the subspaces. During the OM stage,
the FUSA-aware solution will ensure that the system operates within the “Known/Not hazardous” area,
taken into account also the known irreducible uncertainties.

Not Not
Hazardous hazardous Hazardous e hazardous

E— nown

Known

Unknown 3
I-.». Unknova BISIOUNOE BUSHOUN
Example of an initial starting point of development Goal for the SOTIF release
Key
E known, not hazardous scenarios (area 1)
- known, hazardous scenarios (area 2)
I:l unknown, hazardous scenarios (area 3)
unknown, not hazardous scenarios (area 4)

Figure 24: Alternative evolution of the scenario categories resulting from 1SO21448 activities [REF]
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3.3.1.1. Key focus during Al-FSM lifecycle

The application of XAl techniques within Al-FSM development lifecycle is mainly to provide the required
transparency and evidence to support clarifying and enlarging “Known” area (Figure 24 -ISO 21448, SOTIF
[140]). This also includes the need to increase the clarity of boundary between Known and Unknown areas.

More specifically, the key usages of XAl techniques are:

e Generating evidence and reports.

e Analyse/diagnose corner cases.

e Improvement and optimization.

e Baseline the safe operational conditions of DL component to support operation and monitoring.

3.3.1.2. Key focus during Operation and Monitoring stage
During the Operation and Monitoring, the key usages of XAl techniques are:

- Assessment if the DL model is operating within the “Known” area as specified and verified with Al-
FSM, and thus its output predictions can be trusted for influencing safety-related actions.

- Estimate the DL model’s uncertainties (irreducible uncertainties left during AI-FSM), to help
controlling risks under acceptable levels.

Specifically, in connection to the reference architecture pattern (D2.2), the XAl usages will contribute to the
L1-Diagnostic and monitoring mechanisms (LLDM), a component within Supervision Components.

L1DM will assess different aspects of the DL component within the safe system and provide alerts if there
are risk of the DL component is operating or behaving outside of its “Known” boundary.

3.3.2. XAl usages in “Ph1-DL-related concept specification”
At this phase, no specific support from XAl techniques is required.

The specification of ODD and operational scenarios at this phase will set the baselines for XAl enabled
quality assessments of datasets, fairness of the DL model and the setup Verification and Validation (V&V)
scenarios in later phases.

3.3.3. XAl usages in “Ph2-DL requirements specification”
At this phase, no specific support from XAl techniques is required.

At this phase, the following requirements are relevant to guide the proposal of XAl usages in subsequent
phases:

e Requirements of supervision components to be used within the OM stage, including model agnostic
and model specific algorithms.

e Allocated safety requirements success criteria into the DL model and dataset related set of metric-
based measures.
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e Required level of explainability/transparency of the DL model: intrinsic/posthoc/antehoc.

DL requirements are satisfied in the
development of DL model

The DL Concept

DL requirement Argument over the specified DL Specification process has
specifications requirements allocated requirements to DL,
component

Data argument pattern Datasets Data argument pattern
DL model satisfies DL model satisfies safety DL requirements are a valid

functional assurance in Operation and development of the allocated

requirements Monitoring system requirements
Learning argument pattern DL model Learning argument pattern.

Uncertainty manageer DL requirements DL requirements

OOD detection in L1DM

in LIDM verification tests verification tests IR

Arguments over satisfaction of
different types of DL requirements

DL performance DL performance DL robustness DL robustness
requirement requirements are requirements are

specifications satisfied satisfied

requirement
specifications

DL verification argument pattern

Figure 25: DL requirement argument pattern

Figure 25 shows DL requirement argument pattern, where the top claim is that the system (safety)
requirements allocated to the DL component are satisfied by:

e DL component, subsequently allocated into data and model, which will be managed and facilitated
with different XAl tools within the subsequent Al-FSM phases PhDM, PhLM and PhIM.

e Safety assurance in OM stage, subsequently allocated into the techniques relevant for L1DM
component within the reference safety architecture pattern (D2.2)

The argument patterns are one of the key techniques to ensure the traceability of the FUSA-aware DL
solution, where the XAl generated evidence can support different subclaims.

3.3.4. XAl usages in “PhDM Data management”
Using data explanation techniques is essential for PhDM phase, especially for the following usages:

e Assessment of the dataset against data requirement specification: Data explainer techniques
should provide explanations and extract data quality metrics connected to a dataset desideratum
as specified by the data requirements: completeness, representativeness, balance, volume,
accuracy, and datasets distinction (train/validation/test)

o Data collection: assessment of data volume, completeness and representativeness
o Data preparation: assessment of data balance, accuracy and datasets split (if both three
satisfy the same set of data requirements but are distinguishable).

e To provide/generate a detailed summary to a certification authority or external party to understand
the datasets.

e To specify the boundaries between “known” and “unknown” w.r.t. data (input data/output
annotations) to support V&V strategy and anomaly detectors in supervision components.
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Figure 26 shows the Data argument pattern, where the top claim is that the three used datasets are
sufficient. Data explainers (XAl techniques for data) will contribute to the required evidence for the data
verification/validation reports.

Validafion dataset
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Data requirements verification tests

Data explainer extracied explanations

Figure 26: Data argument pattern

The following XAl techniques are applicable:

e Dataset profiling: Understanding the structure, content and quality of a dataset is essential before
performing any analysis or modelling tasks. This involves examining various aspects of the data such
as statistical summaries, data distributions, missing values, and patterns. Dataset profiling will be
used to generate data summary report.

e Data mining analyses: Employing data mining techniques to learn meaningful patterns, trends, and
relationships within the dataset, which can provide valuable insights for decision-making.

e Data prototype extraction: Identifying representative samples or prototypes from the dataset to
capture essential characteristics and variability, to understand the data distribution.

e Data distribution description: The distributions of data are represented by distribution over a
single dimension or a lower dimensional subspace of data, based on ODD/Operational scenarios
parameters and distribution of annotations. The distribution descriptors will be used:

o To assess and baseline the desiderata of the dataset (complete, balance, relevant and
accurate). Data quality measures shall be logged to provide data traceability and support
error backpropagation in case diagnosis.

o To define the inlier/outlier boundaries, which will be used as thresholds and other
parameters of Out of Distribution detection algorithms during Operation and Monitoring.

e VAE based dataset descriptors: Utilizing auto-encoder based methods to learn compact
representations of the dataset, facilitating the extraction of meaningful features, and enhancing
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interpretability. A trained Variational Auto Encoder (VAE[31]) can be used as an advanced dataset
descriptor. By that we assume the trained weight will capture the general properties of any
datapoint belonging to the dataset, and the latent vector will present the data point vector (defined
by ODD and operational scenario specific parameters related to a data instance).

Table 2: Data Management steps and XAl mappings

Step Supporting technique consideration

Data collection — If sensor captured datasets and synthetic datasets are used:
Data explainers to measure the datasets metrics.

— Domain transfer (e.g. generative models such as
AutoEncoder) to help convert and merge datasets.

Data preparation — Usedin connection with feature relevance techniques during
the later phases to investigate corner cases (if the prediction
relies on preparation quality)

— Feature relevance of data preprocessing algorithms to
provide traceability.

— Reporting labelling statistics, consistency (aleatoric
uncertainties)

— Reporting occlusion level statistics

— Reporting data metrics before and after data preparation

Data requirement verification — Data explainer to export metrics and distribution of datasets
per input dimensions (parameters of ODD, operational
scenarios, annotations)

Data requirement specification — Dimension reduction techniques such as VAE, PCA,
prototypes... to describe data using a lower dimensional
representative space

3.3.5. XAl usages in “PhLM Learning management”

Explainability is crucial in this phase as it provides insights into how the DL component makes decisions or
predictions, bringing trust and ensuring alignment with safety requirements.

MODEL AGNOSTIC MODEL SPECIFIC
MODELA MODELB MODELC MODELA MODELB MODELC
\ EXPLAINER / EXFLAINER A EXPLAINER B EXPLAINER C

— VT
Lal L Ld

EXPLAINATION A EXPLAINATION B EXPLAINATION C
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EXPLAINATION A EXPLAINATION B EXPLAINATION C
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Figure 27: Model dependency.
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At this phase, different explainability techniques that can be applied will be considered. The first
consideration is the selection of DL model candidates with regards to the availability of explainability
techniques. To this end, available methods can further be categorized by model dependency (Figure 27):

e Model-specific methods: These techniques are tailored to specific models, leveraging the internal
structure of the model to generate detailed explanations. Examples include attention mechanisms.

e Model-agnostic methods: These techniques require only the input and output of a model, making
them applicable across various models without needing access to internal structures. Examples
include SHAP and LIME.

When designing this phase, the consideration of model-agnostic methods is not a primary concern, as these
techniques can be applied universally across various models and architectures. However, they still offer
valuable explainability insights and can be utilized effectively within this phase. Conversely, the focus on
model-specific methods can potentially influence the training phase.

Given the nature of model-specific methods, which are tailored to particular models and leverage their
internal structures for detailed explanations, incorporating them into the training phase might require
additional considerations. For instance, the adoption of model-specific methods could impact the choice of
model architecture or the preprocessing steps during training. For example, if attention mechanisms are
chosen as a model-specific method, the training phase might need to prioritize architectures that are
compatible with such mechanisms or require specific data preprocessing to facilitate their integration
effectively.

Therefore, while model-agnostic methods offer versatility and can be seamlessly incorporated into the
learning management phase, the consideration of model-specific methods may necessitate careful planning
and adjustment within the training phase to ensure compatibility and optimize their effectiveness.

The following subsections will discuss specific usages as per relevant steps of the PhLM phase.

3.3.5.1. Learning requirement specifications

No application of XAl technique is required in this step.

3.3.5.2. Model design
At this step, the following XAl approaches are recommended to be adopted in the DL model design:

e Decomposition of problems into subproblems and related parts of the DL components in charge of
processing. Examples include decomposition into conceptual blocks where each block is responsive
to a specific concept.

e Disentanglement of the DL architecture to assign different subspace of the latent space (feature
space) to different semantic labels that are related to safety requirements. Example includes e.g.
weather-related dimensions, illumination-related dimensions, etc.

e Uncertainty aware design of the model (to be used later within LLDM component in OM stage) by
applying stochastic process approaches to input, model’s neurons, or output predictions.

e Design interpretable surrogate model(s) that can approximate the DL model global behaviour. The
logics inside surrogate model(s) will be certified by the certifiers as acceptable model behaviour
logics (up to the current level of knowledge). The surrogate model will also be a candidate for
supervisory monitor algorithms in OM stage.

e Design how interpretability can be achieved from model internals (intrinsic interpretability).
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e Metaheuristic search for optimal hyperparameters (Figure 28 shows different search algorithms
that can be used to guide the training runs how to find a better set of training hyperparameters
avoiding the exhautive search).
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Figure 28: Heatmaps showing the test scores w.r.t. model hyperparameter settings (a simple SVC model with 2

hyperparameters gamma and C). Methods used from left to right: Successive Halving, Random Search and GridSearch in
finding hyperparameters

3.3.5.3. Model training and Model Evaluation
The following XAl techniques are recommended within this step:

e Local/global model explainers:

o Assessing feature importance to determine if test results are valid within neighboring
subspaces of the input space.

o Assessing model attentions with regards of input data (saliency maps and other attention-
based techniques)

o Prototype pattern extractions from data and model to ensure the required overlap.

o Extraction of model behaviors, e.g. in form of neuron activation patterns, to use as the
baseline for known behaviours. This will also serve to derive anomaly detector with regards
to the neuron activation patterns, e.g. using similar techniques as data anomaly detector.

e Analysing the relationship between required performance metrics and input parameters to ensure
clarity and understanding (example provided in Figure 29 shows different performance metrics as
discrete functions of the input scenario parameters)

e XAl guided search-based methods: Employing search algorithms to enhance the effectiveness of
the verification and validation process.
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Figure 29: Model performance vs input parameters plot. The plot shows number of detected objects
(measured by if loU>0) by input parameters: time of day and weather conditions

3.3.5.4. Model verification

Local explanation methods such as input feature relevance, counterfactual can be used to provide
information to support genetic-based metaheuristic search algorithms ([131], [141], [142], [143]). The
algorithm is inspired by the natural selection process, using genetic operators such as selection, crossover
and mutation to seek for potential new combination of test parameters that (assumed to) has better chance
of achieving better DL performance.

The most common flow of Scenario based testing is described below:

e Creation of scenario database: At this step, statistical data explainers are needed to support
analysis of the completeness and coverage of the scenarios and related verification dataset.

e Create test cases with initial setup of ODD and operational scenarios parameters.

e Collecting the test results (DL component’s metric measures) connected to the test case input
parameters.

e Analyse the test results to propose the next batch of scenarios and subsequently test cases. This
step requires the XAl enabled intelligent test control algorithms to optimize the number of tests
required.

e Identification of corner cases. This step requires different XAl techniques as proposed in PhLM and
PhDM, together with the error backpropagation approach to diagnose the cases.

3.3.6. XAl usages in “PhIM Inference management”
Key items requiring XAl techniques include:

e Trade-off mechanism between DL performance, explainability and runtime
o Pruning configuration: XAl techniques help determine which parameters in the DL model
can be pruned without significantly impacting performance, thereby optimizing the
model's efficiency, and reducing computational resources.
o Feature subset selection (feature relevance/input dilation): XAl techniques aid in selecting
relevant features or inputs for the DL model, ensuring that only the most informative
features are used to improve model accuracy and efficiency.
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o Pre-processing: e.g. resize, reshape the input data: XAl techniques support preprocessing
tasks such as data resizing and reshaping, ensuring that input data is appropriately
formatted and scaled for optimal model performance.

o Switch between redundant models designed with different complexity (e.g. number of
layers): XAl techniques assist in evaluating and selecting between redundant models with
varying complexities, helping to choose the most suitable model architecture for a given
task while balancing performance and computational resources.

o Precision quantization: XAl techniques are employed to determine the optimal precision
levels for model parameters.

e Support V&V:

o Search based testing with support from XAl techniques (feature importance, surrogate
models, counterfactual): Using XAl techniques such as feature importance analysis,
surrogate models, and counterfactual reasoning to enhance search-based testing
processes during verification and validation activities. This helps finding potential issues
and improving the overall effectiveness of the testing process.

e Data explanation to analyse corner case: Employing XAl techniques for data explanation to delve
into corner cases and edge scenarios, ensuring thorough analysis and understanding of the data.
This helps in identifying potential anomalies or unexpected behaviour in the system.

3.4. XAl usages in Operation and Monitoring stage

XAl techniques are used in various supervisor algorithms to support L1-Diagnosis and Monitoring
mechanism (L1DM), as described in Section 4. Noted that the terms supervisor refers to specific monitoring
techniques designed for monitoring the DL model behaviour during OM stage, making sure that it will not
operate outside of the “known” area that have been identified, specified and verified during Al-FSM
lifecycle.

Table 3: Safety architecture pattern's supervision components and solution mappings

Artifact Supporting technique consideration

L1DM — Surrogate models: A simpler interpretable model that has
been trained to approximate the DL components. Surrogate
models that take its input from interim features (feature
extract from a specific middle layer of the DL model) and
generate output can also be considered.

— Anomaly detection (Out of Distribution detection - OOD):
Anomalies can be detected from the input data or any
interim feature after several feature extraction layers of the
network (Neuron activations)

— Uncertainty based DL model: A modified version of DL
component that can, besides the required output
predictions, provide associated uncertainty quantifications.
The uncertainties are of two types: epistemic and aleatoric.
Candidate solutions include Bayesian network, training
dropout, or assigning distributions as the model predictions
(instead of single prediction).

— Proxy model for ensemble of outputs (decision function)

Supervision function — Data explainers to report safe boundary conditions
(documented within Al-FSM)
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More detailed descriptions of the techniques used in OM stage will be provided in Section 4.

3.5. Relevant metrics

As an important part of AI-FSM aware solution, different sets of metrics are needed throughout the
lifecycle. This section describes the initial set of candidate metrics to measure different perspectives of the
FUSA-aware DL solution.

3.5.1. Explainability KPl and metrics
As suggested and supported by [147], the following KPIs can be used to measure explainability:

e Faithfulness: quantifies to what extent explanations follow the predictive behaviour of the model,
asserting that more important features affect model decisions more strongly

e Robustness: measures to what extent explanations are stable when subject to slight perturbations
in the input, assuming that the model output approximately stayed the same

e Localisation: tests if the explainable evidence is centred around a region of interest, which may be
defined around an object by a bounding box, a segmentation mask, or a cell within a grid

e Complexity: captures to what extent explanations are concise, i.e., that few features are used to
explain a model prediction

e Axiomatic: measures if explanations fulfil certain axiomatic properties

e Randomisation: tests to what extent explanations deteriorate as the data labels or the model, e.g.,
its parameters are increasingly randomised.

e Saliency maps evaluations: Saliency map evaluation quantifies how well the generated saliency
map aligns with where the model should have actually focused.

e Uncertainty estimations: Measures the confidence of the predictions given by the models.

e Expert feedback for evaluating explainability.

3.5.2. DL component metrics

3.5.2.1. Performance metrics

ISO/IEC TR24929[11] suggests the following example statistical metrics that can be used for DL model
performance measures:

e Root means square error (RMSE) of the prediction errors.

e Max error: Absolute or relative metrics, either measure the absolute deviation of relative in
comparison with the variation domain.

e Actual/predicted correlation: Measure the linear correlation between the ground truth values and
the predictions. For multiclass classification types of DL model, confusion matrix can be used.

We started with the following set of basic performance metrics:

e Condition positive/negative (CP, CN): Number of positive/negative samples in the dataset
respectively.

e Prediction positive/negative: Number of samples classified as positive/negative by the DL model
respectively.

e True Positive (TP): instance belongs to the class and is predicted as belonging to the class.

e True Negative (TN): instance does not belong to the class and is predicted as not belonging to the
class.

e False Positive (FP): instance does not belong to the class and is predicted as belonging to the class.

e False Negative (FN): instance belongs to the class and is predicted as not belonging to the class.

e Intersection over Union (loU)
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e Speed (per inference constraint): Inference running time per prediction with regards to a specific
hardware/middleware. For the SAFEXPLAIN, this refers to the platform selected by WPA4.

The set of secondary metrics can then be derived from the basic metrics:

e Precision: TP/(TP+FP): also known as positive predictive value or relevance, indicates the proportion
of results correctly classified as positive in the total of results classified as positive

e Accuracy (TP+TN)/(CP+CN): indicates the proportion of all objects that are correctly classified (as
positive or negative)

e True negative rate (TN/(CN): also known as specificity or selectivity indicates the proportion of
objects correctly classified as negative in the total number of negative objects.

e Negative Predictive Rate (TN/(FN+TN)): also known as negative predictive value or separation
ability indicates the proportion of results correctly classified as negative in the total number of
results classified as negatives.

e Recall: TP/(TP+FN): also known as true positive rate, sensitivity, or probability of detection.
Indicates the proportion of objects correctly classified as positive in the total number of positive
objects.

e mAP: mean AP across object classes

e FPR: False Positive Rate FP/(FP+TN): also known as fall-out or probability of false alarm, indicates
the proportion of objects falsely classified as positive that are negative. Thus, the probability of a
false alarm is given.

e FNR False Negative Rate FN/(FN+TP): also known as miss rate, indicates the proportion of objects
falsely classified as negative in the total number of positive objects.

e Negative likelihood relation (FNR/TNR): indicates the ratio of the false negative rate to the true
negative rate.

e F1Score: 2 x Precision x Recall/(Precision + Recall): combines the true positive rate and the positive
predictive value using the harmonic mean

e F-beta: Extension of F1 score, but also with weight parameter beta to emphasize either precision
or recall in the formula. When beta=1, it reflects F1 score.

More advanced metrics:

e Precision recall curve: Precision/recall pairs of metrics are computed at different output thresholds.

e Receiver Operating Characteristic (ROC): plot of the true positive rate against the false positive rate
at different settings of the hyperparameters (e.g. decision threshold)

e Lift: relative performance of a prediction system against another control group (usually randomly
selected)

e Top Kaccuracy: measures how often the correct labels is among the top K predictions of a DL multi-
class classification model.

e Matthews correlation coefficient (MCC): a measure on a set of classifications ((TPxFN)-
(FPXFN))/SquaredRoot((TP+FP)x(TP+FN)x(TN+FP)x(TN+FN))

e Area under curve (AUC w.r.t ROC or AP): integral of the ROC curve which represents the
performance of a model for every threshold of classification. The ROC curve shows the true positive
rate relative to the false positive rate.

e Balanced accuracy[148]: average recall obtained on each class

e Confusion Matrix: Square matrix to measure performance of multi class classification DL model. It’s
cells contains correlations between instances categorized by DL model as class r and instances
labelled as class r in the ground truth dataset.

e Cohen kappa: a measure of inter-annotator agreement

e (N)DCG: (Normalized) Discounted Cumulative Gain

e DET curve: Error rates for different probability thresholds
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Hinge loss: upper bound on the number of mistakes made by a classifier. In the general, multiclass
case, the margin is computed by the Crammer-Singer method.
Hamming loss: measure how often the labels are incorrectly categorized by a classifier.

For semantic segmentation, similar metrics can be used to account for pixel/ point level, resulting in:

Pixel/Point accuracy: measure how often the pixels/points in the data instance (e.g. image or point
cloud) are correctly classified by the DL semantic segmentation model.

Dice coefficient: 2xTP/(2xTP+FP+FN): Measure the similarity between predicted and ground truth
segmentation masks. It defines as twice of the overlapping area between these two masks divided
by the sum of the two mask’s areas.

loU: TP/(TP+FP+FN): Measures the ratio of intersection over union of the two areas defined by
predicted and ground truth segmentation masks.

Example safety related performance metrics of an object detection:

Intersection over Union (loU): Similar to segmentation, this metric measures the loU of predicted
and ground truth bounding boxes.

Distance of the first detected object:

Recall sensitivity

Precision confidence

F1-score

3.5.2.2. Robustness metrics

Robustness is often used to describe the ultimate ability of a system to maintain its level of performance
under any circumstances including external interference or harsh environmental conditions. Robustness
encompasses resilience, reliability and potentially more attributes, as related to proper operation of a
system as intended by its developers[10].

The following Robustness metrics are considered by measuring the performance metrics stability over the
expected variations:

Input data variation, perturbations

Adversarial attacks

Over temporal dimension

Over valid ranges and distributions of ODD/scenario parameter dimensions
Scenario-based performance loss

Over different environments: Training, verification, validation, and inference

Measures related to bias/fairness[9] to consider within the scope of robustness:

Confusion matrix

Equalized oods: An algorithm’s decisions are independent of a category A given the input Y. This
implies that true positive rates (TPR) are equal across demographic categories and false positive
rates (FPR) are equal across demographic categories.

Equality of opportunity: an algorithm's decisions that Y=1 are independent of a category A given
the input Y=1. This implies equal True Positive Rates (TPR) across demographic categories.
Demographic parity: equal prediction rates between categories

Predictive equality: equal false positive rates (FPR) across demographic categories.
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3.5.3. Dataset metrics

Al-FSM defines the data requirements with the following specifications: (i) Completeness, (ii)
Representativeness, (iii) Balance, (iv) Volume, (v) Degree of differentiation between datasets. This section
provides an initial set of metrics that can be used to support requirement specification and compliance
assessment of the datasets.

3.5.3.1. Data completeness metrics

Data completeness considers the sufficiency of data dimension ranges with regards to the ODD, operational
scenarios, including the examples reflecting the effects of identified system failure modes.

The data completeness is thus measured against:

e If the data samples include sufficient range of environmental factors (within ODD)

e If the data samples include sufficient range of objects (types, appearances, positions)

e If the data samples include sufficient range of object occlusion levels

e If the data samples include sufficient range of examples reflecting the effects of identified system
failure modes.

Metrics:

e Missing value counts: Number of missing values/total number of values

e Feature dimension completeness: Number of missing values/total number of values, or intersection
of feature ranges and expected ranges.

e Completeness Index: Number of fully observed samples/total number of samples.

e ODD/Scenarios completeness: Number of data samples/expected number of samples to represent
all possible variations with a defined sampling strategy.

e Percentage of complete cases: number of scenario cases that have representative data samples in
the dataset.

e Quantitative Projection Coverage[149]

3.5.3.2. Data representativeness metrics

Data relevancy considers the intersection between the dataset and the intended functionalities of the DL
component(s) to support the system within the defined ODD and operational scenarios.

Relevancy is thus measured against:

e How well the scenes represent the ODD/scenarios in real-world.
e How well the sensor and data capture/synthesis settings represent the real-world settings.

Metrics:

e Total population: Total number of data samples (instances, data points) in the dataset.

e Prevalence: the proportion of a particular class in the total number of samples

e Feature distribution: Distribution of values within each data feature

e Number of annotation classes

e Data dimensionality: Number of data dimensions comparing with the expected dimensionality to
fully describe ODD/Operational scenarios.

e Annotation completeness

e Annotation quality scores, inter-annotation agreement

e Entropy and diversity in features or annotations

e Availability of data samples to support generating test cases by defined V&V strategy.
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3.5.3.3. Data balance metrics

Data balance considers comparable representations of data samples for each relevant class and feature. It
can be measured by distribution metrics measured for any subspace or the entire dataset.

Examples include: DAC (Data Agreement Criterion[150]), DRC (Data Representativeness Criterion[151])

3.5.3.4. Data volume metrics
Candidates of data volume metrics are:

e Number of samples (observations)

e Number of features (input variables, dimensions)

e Data sample sizes

e Data sampling density: Such as image resolution, number of bins...

o Data sparsity: Measure the proportion of missing data in the dataset. For example a Lidar
pointcloud that do not provide data measures for all possible voxels within its field of view

e Cardinality: Measure the quantified levels of data per specific dimensions (e.g. 8bit RGB)

3.5.3.5. Data accuracy metrics

This property considers how measurement (and measurement-like) issues can affect the way that samples
reflect the intended operational domain. It covers aspects like sensor accuracy and labelling errors.

Metrics:

e Sensor accuracy
e Inter-annotator agreement

3.5.3.6. Dataset distances
Distance between a data point (data sample) and a dataset:

e Mahalanobis[152]
e Cosine similarity

Distance between two datasets:

e Bhattacharyya coefficient[153]

e Wasserstein metric (earth mover): Measure the distance between probability distributions on a
given metric space. Its variants include sliced Wasserstein[154] and max-sliced Wasserstein[155]
metrics.

e Kullback_Leibler (KL) divergence[156]: The KL divergence plays the role of L2 distance of projecting
an distribution (a dataset) onto a convex set of another distribution.

e Jensen-Shannon (JS) divergence[157]: asymmetric metric the measure the relative entropy (closely
related to KL divergence).

e Pearson Correlation Coefficient

e Hellinger distance

3.5.4. Supervisor performance metrics

Supervisors refers to techniques that address uncertainty challenges of DL-based system during the OM
stage (more details are provided in Section 4.1).

The key objective of the supervisor is to be able to detect and suggest rejections of all outliers (cases that
are not within the AI-FSM specification of the DL component) while accept all inliers (cases that are within
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the specification). Therefore, the performance of a safety supervisor can be measured by the following
basic metrics:

e False Positive: Supervisor fails to accept an inlier datapoint.
e False Negative: Supervisor fails to reject an outlier datapoint.

More complex performance metrics can be derived from the basic metrics as follows:

e AUROC: Area under ROC curve (Receiver Operating Characteristic). Trade-off between true and
false positives

e AUPRC: Area under PR curve (precision-recall). Trade-off between true and false positives

e TPRO5: true positive rate at 5% false positive rate

e P95: precision at 95% recall

e FNR95: false negative rate at 95% false positive rate. Measure over-confident that an outlier
belongs to the inlier dataset.

e CBPL: coverage breakpoint at performance level. How restrictive the supervisor has to be to recover
the original performance on the dataset including outlier samples, or if it is not achievable with the
given supervisor.

e CBFAD: coverage breakpoint at full anomaly detection. If the supervisor can completely exclude
outliers from the data, i.e., can we achieve full anomaly detection for some non-trivial (zero) value
of coverage.

3.6. Structural coverage of DNN

Coverage refers to the extent to which a given verification activity has satisfied its objectives. Coverage
measures can be applied to any verification activity, although they are most frequently applied to testing
activities. Structural coverage aims at measuring the degree of confidence for syntactic correctness of the
physical implementation that the test set achieves.

3.6.1. Structural coverage of traditional software

Structural coverage is the metric set used in software testing to measure the coverage of source codes of a
software that have been executed during the test. The structural coverage analysis shall identify the
coverage of different software elements including statements, branches, paths, and conditions.

3.6.2. Structural coverage of DNN

In contrast to the traditional software, a DL component is generally defined by its architecture and trained
parameters, leading to differences in definition of structural items.

Typically, the performance metrics measured on a set of tests are used as the evaluation of the DL’s
performance. However, it is unclear if the selected test set cover all possible behaviours of the DL
component (e.g. corner cases). Coverage metrics are thus proposed to measure the test strategy
adequacy[158].

Similar to code coverage criteria, researches propose several coverage criteria for DNN [159], [160], [161],
[162], observing the similarity between a neuron activation and a software statement.

Structural coverage metrics are used to measure the adequacy of DNN testing. The following coverage
types are found in the literature:

e Block execution coverage: Neuron, block/layer of neurons.
o Neuron Coverage[161] (NC) measures the coverages of activated neurons per layer, set of
layers of the entire network (activation values greater than some threshold, provided a test
dataset).
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o Neuron Boundary Coverage[160] (NBC): measures how many corner-case regions (w.r.t.
both of the upper boundary and the lower boundary values) have been covered by the
given test dataset

o Strong Neuron Activation Coverage (SNAC): Percentage of neurons that are activated by at
least one data point of the test dataset.

o K-Multisection Neuron Coverage[160] (KMNC): measures how thoroughly the given set of
test dataset covers the range [low, high] (where low, high denote lower and upper
boundary of the output value respectively) of a neuron. The measure is taken in forms of a
histogram of k-bin over the range.

o Top-K Neuron Coverage[160] (TKNC): Measures how many neurons have once been the
most active k neurons on each layer.

o Top-K Neuron Patterns (TKNP): measures the number of different activation patterns for
the most active k neurons on each layer.

o Safety coverage: As described in [144], the input space is discretised with a set of hyper-
rectangles, and then one test case is generated for each hyper-rectangle. This is referred
to as “safety coverage”.

e Decision coverage: the metric is well known for white-box testing of traditional software, however
because of the complexity of DL models, concept adaptation such as Neuron Path Coverage[163]
has been proposed.

e Condition coverage: Coverage of input.

e Surprise Adequacy[159]: measures the relative novelty (surprise) of a given new input x with
respect to the datasets used within development lifecycle.

o Distance-based Surprise Adequacy (DSA): measures if x is closer to the target class or a
different class.

o Likelihood-based Surprise Adequacy (LSA): measures a normalized distance between the
activation values of x and those of individual inputs.

e Modified condition decision coverage[164] (MC/DC): MC/DC was developed by NASA and is used
in avionics software development guidance to ensure adequate testing of applications with the
highest criticality. Sun et al.[165] proposed several variations of MC/DC, including: Sign-sign
coverage (SS coverage), Value-sign coverage (VS coverage), Sign-value coverage (SV coverage), and
Value-value coverage (VV coverage)

4. Improved DL component robustness and online
monitorability

While the Al-FSM compliance is addressing systemic safety, alignment and robustness, the reference safety
architecture pattern (D2.2) will help to secure the Operation and Monitoring stage (i.e. detect anomalies,
monitoring predictions and discover unexpected model behaviours). Figure 30 provides a recap of safety
architecture pattern provided by D2.2. This section focuses on different XAl and DL specific techniques that
can be used to support the three components (marked 1,2,3 in the figure): L1 Diagnosis and Monitoring
(L1DM), Decision function and partly supervision function.
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The L1IDM component consists of a number of supervisory monitors. For shorter terms, a supervisory
monitor is also referred to as a supervisor or a monitor. This section discusses different techniques that can
be used as a supervisor to monitor the DL component for ensuring the system’s safety during OM stage.

Figure 30: SAFEXPLAIN reference safety architecture pattern (D2.2)
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Figure 31: Multiple supervisors architecture to support LIDM

Figure 31 depicts a reference architecture where a selected set of supervisors are used to verify in real-time
whether runtime input data, DL model behaviour and its output predictions are not outside of “known”
area (where the baselines have been set within AlI-FSM lifecycle phases).

The three checkpoints (marked as red stars in Figure 31) represent the three types of checks that the
supervisors monitor:

e Input data check: During the PhDM phase, the distribution description(s) of datasets used for
training/verification of the DL model have been specified/logged. These descriptions are used as
the ground truth for the supervisor(s) to detect outlier data point.

e Model (local) behaviour check: Model local behaviours can be represented by the activation
patterns found at a specific neural layer (or combination of layers). The activation pattern is again,
comparing to the logged patterns (from the model responses to the training/validation datasets
during PhLM/PhIM)
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e Output check: Distribution shift or time consistency check

Another component within supervision component is supervision function, providing safe limits. This
component is currently considered out of the work focus. However, the function can collect its inputs from
the expected boundaries (together with uncertainty measures such as expected standard deviations)
reported during Al-FSM.

A certified surrogate model as described for supervisory monitor, such as extracted rule-based model may
also be useful for this function.

The decision function, itself can be engineered with some candidate algorithms proposed within this
deliverable. While a subset of candidate algorithms are provided in D2.2, the proposed solutions within this
section are focusing on using ML based approaches.

4.1. Supervisory monitor algorithms

This section complements Section 3.2.1 in D2.2, with focus on supervisory monitor algorithms that can be
used within L1IDM mechanisms, addressing risks related to insufficiency of DL model performance resulted
from the DL uncertainty challenges.

4.1.1. Out of Distribution detection

Anomaly detection algorithms are used to detect out of distribution (OOD) anomalies in:

e Input data anomalies: Data descriptive analysis, OOD detection of input data against known data
distribution/drift detection.

e Inner working of DL component: Interim feature anomalies (comparison with known expected
activation patterns)

e Output data: Drift detection (over timeseries)

To address the domain uncertainties, dataset descriptors such as Variational AutoEncoder (VAE) descriptors
can be used to reconstruct the input data from the extracted feature and compare with the captured data
to derive reconstruction error (e.g. L2 errors) per prediction.

Noted that this approach requires logged specification of related reconstruction errors by using the same
descriptors to specify the three datasets within PhDM.

A distance metric will then be used to measure the distance between the datapoint (the actual input data
sample during the operation) and the “known” dataset specifications, in the form of distributions. The data
distribution specification has been logged during the Al-FSM lifecycle as mentioned in Section 3.3.4

Metrics such as Mahalanobis distance can be used, with the assumption that the based distributions are
some mixtures of normal distributions.

Anomaly_score = V(x — i)TZ 71 (x — p)
Where u is the mean vector of the Gaussian Mixture Distribution (GMD), x is the actual datapoint, and 2 is

the covariance matrix.

In the case of measuring distance between distributions (e.g. a sequences of input data forms a runtime
distribution), other distance metrics between distributions can be used. Examples include Bhattacharyya or
KL divergence.

Figure 32 illustrates an OOD techniques using a trained VAE as data descriptor. The VAE model has been
trained with the same training/validation and test datasets as used for the development of DL model. The
“Anomaly Score” reports the reconstruction errors. Noted that VAE is a special family of Auto Encoder
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models, where the reconstruction quality is not optimized on single data sample but to better describe the
entire dataset (data distribution).

Original Image (000000000009.jpg) Reconstructed Image (000000000009.jpg) Anomaly Score: 0.1259
d 17
B y
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¥
1 |
1
Reconstructed Image (img_1.png) Anomaly Score: 0.1553

Reconstructed Image (img_3.png) Anomaly Score: 0.0183

Reconstructed Image (img_47.png) Anomaly Score: 0.0950

Figure 32: Variational AutoEncoder as Anomaly detection supervisor.

Similar techniques can also be applied for neuron activation patterns extracted from the DL model at a
selected layer (or a weighted combination of layers). In this case, the descriptors will be trained on the
corresponding set of relevant neuron activation patterns w.r.t. the datasets, and during OM stage, the
actual activation pattern will be compared against the known “activation pattern distribution” as logged
during the AI-FSM phase.

Other OOD techniques that can be considered include AEGMM[166], Prophet[167], Likelihood Ratios[168].

4.1.2. Uncertainty Estimators

Uncertainty analysis can help to (i) identify OOD cases and (ii) erroneous prediction of In Distribution cases.
Identification of OOD cases will help the supervisory monitor to estimate the validity of predictions, while
quantification of erroneous prediction of In Distribution cases can be used to decide if the known
uncertainties (logged during Al-FSM) are acceptable for the final trustworthy decision.

Gawlikowski et al. [169] proposes 4 uncertainty estimator categories:

e Single deterministic methods: Provides uncertainty quantification prediction based on single
forward pass of deterministic (inference) DL models, either by external or internal methods.
Examples include:

o External methods: Gradient Metrices, Additional network for uncertainties, distance to
training data.
o Internal methods: Prior networks, evidential NN, gradient penalties[170]

e Bayesian methods: Stochastic type of DL component (DL models with stochastic nature of

prediction in inference, not within the defined scope of SAFEXPLAIN)
o Variational inference
o Sampling methods
o Laplace approximation

e Ensemble methods: Combine predictions of different parallel DL components at operational. This

type of techniques will be applied and discussed in section 0
o Weight sharing
o Reduce members.
o Training strategies

o Test-time augmentation methods: Augment input data during testing to generate several
predictions to evaluate the prediction uncertainty.
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Reader can consult Abdar et al[171] for a more intensive review of uncertainty quantification techniques.

Data : + Output Data Output

(c) Gaussian Mixture model (GMM)

Figure 33: Schematic view of three different uncertainty models [161]

A schematic view of three different uncertainty models is illustrated in Figure 33( courtesy [171]).

From a different perspective, considering the three types of uncertainties as in Section 3.2, the relevant
methods are described below:

e Domain uncertainties: Refer to the uncertainty level that the captured/prepared dataset represent
the stated problem. This type of uncertainties is resulted by sensor properties, data capture
environment, data sampling and data preprocessing algorithms.

e Epistemic uncertainties: Refer to the uncertainty level of the DL model to model the stated
problem. Can be measured by:

o Repeated measurements: In case of highly correlated timeseries data (such as video
sequences), we can assume that consecutive datapoints are repeated measurements with
noises and measure the DL’s output uncertainty.

o Input perturbation (or model weight perturbation): Inject noises to input and model
parameters to measure the output uncertainty.

o Modified DL model that can provide uncertainty estimates itself, e.g. [171] dropout as a
Bayesian approximation [83], stochastic ensembles, Monte Carlo dropout, Bootstrap
model, Gaussian Mixture model.

o Model redundancy: Several models can be used to provide predictions from the same
input.

e Aleatoric uncertainties: Refer to the irreducible uncertainty related to the stated problem.

o Annotation uncertainty

o Occlusion uncertainty
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o Sensor performance degradation

Conformal prediction, also known as conformal inference [172], [173], [174], is a framework for generating
statistically rigorous uncertainty sets or intervals for the predictions of the DL component. Unlike the
methods described above, conformal prediction is model-agnostic and provides intervals (boundaries) that
indicate uncertainty levels. This capability allows it to assist in controlling the DL-based system to operate
within acceptable levels of risk.

Conformal Risk Control[175] combines the principles of conformal prediction and safety risk control
(managing and mitigating hazards identified by safety critical systems, represented by allocated metrics to
the DL component):

e Specify a bounded region around the model prediction by the uncertainty of the prediction.
e Associate risk (hazard) metric to different DL model predictions
e Establishes thresholds and rules considering both uncertainty and risk levels

Metrics: Uncertainty confidence indicator[176]

4.1.3. Surrogate models

Surrogate models (trained and tested together with the main DL components during Al-FSM) can be used
to provide results in parallel. The interpretable logics behind the surrogate models shall be approved within
the AI-FSM process. If the unexpected mismatch (e.g. if approximation errors are out of distributions)
occurs between the main model prediction and the surrogate model outputs, it can be interpreted that the
DL component may no longer use the certified logics for its detection in this specific case.

The rejected corner cases will be logged in to rejection database to be investigated in the next release
development lifecycle.

The evolution of surrogate models (over DL release iterations) thus can be used to justify if and how the
new release significantly updates its internal logics and thus may reduce V&V test efforts in subsequent
iterations.

Figure 34: Detection of body parts and person by PASCAL-VOC YOLOv7
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Figure 35: Decision Tree surrogate model on person detection w.r.t. bodypart detections (trained to approximate PASCAL-VOC
YOLOv7

Figure 34 and Figure 35 illustrate an example of using Decision Tree as a surrogate model to approximate
the target DL model (YOLOv7). The DT surrogate model provides predictions of detected person (bounding
box, score) as DT based rules over the detected bodypart. Noted that in this specific example, the surrogate
model does not work directly with the input data, but with the extracted prototypes from the input data,
in the forms of detected body parts. The bodyparts in this example are provided by the same YOLO model,
however the approach can be applied for any other extracted prototypes when other prototype extractors
are selected. Other intrinsic models rather than DT can also be used.

4.2. Decision function

The decision function collects outputs from several parallel components, to aggregate into a final
decision/suggestion to the safety control component and/or human operators. The collected outputs
include:

e Prediction results from DL component(s) together with the confidence level.
e Anomaly scores, applied for: (i) input data, (ii) model activation at specific layer or a combination
of layers, and (iii) output prediction.
e Approximated predictions from the surrogate models
e Uncertainties estimation: Uncertainties are provided by either or both.
o Uncertainty-aware DL component (to provide uncertainty estimates besides the
prediction).
o Uncertainty propagation: Feature relevance algorithms in combination with data
uncertainties.

The decision function can be selected from or combination of Dempster’s rule (evidence theory) and/or
ensemble methods:

e Dempster rules: combining evidence from different sources. In the case of SAFEXPLAIN OM, the
evidence sources are output of several DL components or surrogate models.
e Model averaging: Weighted average of outputs from different DL and surrogate models.
e Model selection: Voting (Note: this technique is also mentioned in D2.2)
o Hard voting: Majority vote
o Soft voting: Weighted average of prediction scores (confidence/certainty). An example of
soft voting is provided in Figure 36.
e Model combination/bagging: Surrogate model (decision tree, random forest, simple MLP, GLN...)
that learns how to combine the inputs (using the datasets during the Al-FSM development cycle).
The ensemble methods can also be used during the AI-FSM to derive redundant DL models that
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focus the performance on different subset of the dataset, e.g. by negative correlation learning.
Examples include:

o Random Forest: an ensemble of decision tree. The RF will be trained during the Al-FSM
lifecycle to model how one should ensemble the outputs from DL models and supervisors
in the inlier conditions.

o Stacking: Stacked generalization[177] consists in stacking the output of individual estimator
and use a classifier to compute the final prediction. Stacking allows to use the strength of
each individual estimator by using their output as input of a final estimator.

"%’\‘ Figure 1 - O X
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Figure 36: Use soft voting as ensemble method to combine predictions from 3 DL models (Logistic regression, SVC,
DT), dataset used MINIST

4.3. Potential supports for supervision function

Supervision function is a subcomponent within supervision components applying elements of control
theory to minimally bound Al operations (D2.2).

While the proposed techniques described within this section are not focusing on providing solutions for
supervision, potential usages for supervision function, especially for supporting control barrier functions
(CBF):

e Uncertainty aware DL models: The uncertainty aware DL models provide CBF with uncertainty
estimates in the forms of a statistical distribution, that can be used as the inputs for CBF to adjust
safety margins accordingly. Examples include deducing speeds or increasing distance to target
vehicles.

e Anomaly detections: The anomaly scores provided by OOD detectors can be used for CBF to decide
if backup solution(s) shall be triggered.

4.4. Integration with SAFEXPLAIN deployment platform

An example of a DL component and VAE based supervisor has been added to DLLib following the reference
architecture with initial adaptation for later porting to ROS2 architecture.
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