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Executive Summary 
This document outlines our investigation into supporting algorithms and techniques that permit 
the DL components developed within the AI-FSM safety lifecycle to be” dependable”, i.e. to be 
compliant with the process and guidelines provided by deliverable D2.1[1], using the proposed 
approaches from D3.1[2]. By providing realization examples of DL components, including the 
algorithmic means to make these components explainable and traceable, we will evaluate and 
develop these supporting algorithms within the context of our DL development project. There are 
two library components being developed: i) EXPLib (Explainable Deep Learning Library) – a project 
library interfacing with the AI-FSM lifecycle management process as part of the inter WP2-WP3 
works, relevant to task T3.4, and ii) DLLib (Deep Learning Deployment Library) - a project library, 
relevant to the requirements of task T3.5, which is designed to support deployment, interfacing 
with the platform provided by WP4 and supporting the three use cases. DLLib receives a trained 
DL model (model definition, parameters) and supporting components (supervisor, explainers) 
from EXPLib, which can then be ported into low-level c-libraries (suitable for usage on the project-
selected NVIDIA Jetson AGX Orin platform). These libraries contain a number of python files, and 
descriptions. They are currently being developed and stored in a shared google Drive repository 
but will ultimately be developed as a repository hosted by GitHub/GitLab. Within our Drive 
shareable repository, we provide a simple colab walkthrough script that accesses available 
functions/scripts within the EXPLib project library (providing loadable models and supporting 
components for “DLLib”). EXPLib and DLLib are also the names of the root folders that contain 
hierarchically structured sub-folders that contain related functions/classes/data). The hierarchical 
folder structures of EXPLib and DLLib are realized through python libraries. For the purpose of 
providing a simple mnemonic, this relationship is illustrated in Figure 1.  

                   
Figure 1: The three libraries relevant to D3.2. EXPLib provides supporting functions relevant to the phases of AI-FSM, which utilizes 
explainability/traceability core functions to ensure the dependable Deep Learning component to be developed/verified. The DLLib 
receives the result artifacts from the EXPLib in the form of verified DL model (both for the DL component and for the trainable 
explainer models, where relevant). The C libs receive input from the DLLib in the form of specifications for conversion (in relation to 
the models and supervisor components of those models) for real-time (NVIDIA Jetson AGX Orin platform) deployment. 
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1 Introduction 
The D3.2 Interim report describes in-progress implementation and workings of DL components 
and supporting XAI libraries (T3.4, T3.5), following the approaches described in D3.1. Specifically, 
this document reports on the progress undertaken on the implementation of the libraries to 
support dependable DL component engineering in compliance with AI-FSM process guidelines 
(D2.1) and safety patterns (D2.2[3]). It also covers the interim report on the low-level optimization 
libraries for the selected deployment components. 

The main purpose of this interim report is to provide a proposed library structure, with initial 
content, for supporting various phases of AI-FSM Safety Lifecycle (as reported on in D2.1). We refer 
to this structure as the EXPLib (task T3.4) - Explainable Deep Learning Library, which supports 
various phases of the AI-FSM Lifecycle illustrated again for convenience in Figure 2.  

This term (EXPLib) allows for differentiation from DLLib (task T3.5) - Deep Learning Deployment 
Library - the focus of which is on ‘porting’ the EXPLib developed artifacts (verified DL components, 
supervisory monitor components, algorithms for decision function) into the SAFEXPLAIN selected 
deployment platform (NVIDIA Jetson AGX Orin platform). This device utilized in the 
Deployment/Inference phase uses a model, converted into low-level C libraries in integration with 
SAFEXPLAIN ORIN platform software stack (based on NVIDIA Jetpack), and potentially quantized 
to allow for faster real-time inference. EXPLib uses python-based AI frameworks for 
implementation and is currently focused on pytorch, but will also include tensorflow/keras and 
ONNX implementations to interface between python deep learning AI frameworks.  We report 
here on an initial selection and implementation of a number of DL components, ‘XAI’ supporting 
tools and Supervisor component candidates that have been listed in deliverable D3.1.  

The library structures of both EXPLib and DLLib is intended to be reusable; that is, there should be 
minimal requirements of the user when importing data and models (loading or training) for testing 
different AI-FSM phases with different explainer-based algorithms.  

Notwithstanding, devising libraries that allow for simple reuse is not trivial. State-of-the-art based 
DL components, e.g. Object Detection or Image Classification algorithms are implemented using 
different AI frameworks (with focus on tensorflow, keras, Pytorch, ONNX) with different library 
structures and using different external libraries or dependencies (some of which, in turn, may be 
designed for a specific operating system). Selected deep learning models may utilize post hoc 
explainer algorithms or may have built in (intrinsic) explainable properties. The task of composing 
a DL library, therefore, is to adopt available state of the art DL components, so that they can be 
adapted to follow the proposed AI-FSM safety lifecycle, using a standardized library structure for 
two different perspectives:  

Figure 2: Phases of the AI-FSM (taken from D2.1). EXPLib provides algorithms for supporting the above phases core to AI-FSM, PhDM 
(Data Management phase), PhLM (Learning Management phase), PhIM (Inference Management phase). When requirements are met 
in PhIM, The DLLib is  able to load the trained DL models (model definition and parameters) and supporting components (explainers, 
supervisors) that have met the PhIM requirements specification. 
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specifications outlined in the AI-FSM PhDMT0001_Data_Requirements_Specifications_template 
and PhDMG0001_Data_Management_guideline. The applicable library components thus include 
methods for data profiling (summary report describing statistical properties of a dataset), data 
analysis plots (e.g. feature-based data distributions analyses), data prototyping (e.g. use of 
clustering methods to extract representative data prototypes), and data descriptors (e.g. using 
generative models to describe the dataset space). Within the EXPLib we also make use of more 
traditional (as opposed to more modern XAI) methods for data analysis (e.g. class distribution, 
labelling/annotation consistency, dimension reduction analyses). At this phase, the boundary 
conditions of inlier/outlier will also be logged for later usage with data anomaly detectors in 
Operation phase. 

In the PhLM – Learning Management phase - we include XAI-enabled tools to support model 
election, training, validation and verification processes in line with the AI-FSM 
PhLMD0001_Learning_Requirements_Specifications and 
PhLMG0002_Learning_Management_Guidelines. The components include methods for evaluation 
of training settings (hyperparameters), application of intrinsic/posthoc/antehoc explainability to 
the target DL model, disentanglement w.r.t. concepts and/or input conditions, evaluation of test 
result validity, and provisioning baselines of known model behaviors via logs of activation patterns 
or using intrinsic surrogate models as representative model behaviors. 

In the PhIM – Inference Management phase - we include XAI-enabled tools for evaluating the 
effects of using conversion/optimization techniques for adapting to the inference environment 
and pre-deployment testing. In line with PhIMG0003_Inference_Management_Guideline (D2.1) 
and the proposed approaches in D3.1, we explore XAI mechanisms to support assessment of 
potential performance differences between the original and converted/optimized model, both in 
terms of accuracy and explainability consistency. Here approaches include comparing 
performance (e.g. mAP and inference speed, FPS) as well as explainability consistency (e.g. in 
reference to feature representations, via L2, and cosine, distance measures, e.g. ShapGAP[5]).  
 
In the EXPLib and DLLib we also include an initial set of implemented metrics for extracting 
performance measures and explainability measures to be logged and compared against the 
requirement specifications. A special class of metrics, i.e. runtime metrics, are also implemented 
for monitoring DL performance and uncertainty during Operation and used for “L1 diagnosis and 
monitoring” as in the D2.2 reference architecture. Monitoring metrics are to be extracted from 
the C-code converted model when deployed in Inference/Operation environments (Orin 
platform). Furthermore, what monitoring metrics and explanations are to be made visible to 
humans at runtime for decision making, and what are to be automatically dealt with by the 
Supervisory monitors (i.e. leading to rejection or acceptance of the Deep Learning component 
prediction) will also be updated following the inference phase using the C libraries and deployment 
on the Orin platform.  
 
Finally, work towards the Minimum Viable Product (MVP) will be exemplified via a walkthrough 
example of usage of the EXPLib and DLLib as implemented in python using the pytorch deep 
learning framework and facilitated by the use of a colab runnable script for cross-WP/partner 
integration. This walkthrough currently utilizes the Yolo7 model (to be replaced by a toy model), 
as an example of a near-to-state-of-the-art object detector DL model, trained on the PASCAL-VOC 
dataset, and with reference to selected approaches (callable using a runnable colab notebook) for 
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3.1 EXPLib library structure 
   

The structure of the libraries containing the DL components (including explainable components) 
are subject to the safety assurance under AI-FSM Lifecyle and referenced in D3.1; they utilize the 
supported phases: (i) PhDM-Data Management, (ii) PhLM-Learning Management, and (iii) PhIM-
Inference Management. An extra, special, phase Operational XAI, that is not an official part of the 
AI-FSM phases, will serve the transition from the development/test environment to the 
deployment environment. Here, a focus is on incorporation of XAI and (pre-deployment) 
supervisory components for ensuring the dependability of the DL components in operation. 

The fuller visualization of the implementation of the EXPLib (and DLLib) about which this interim 
report concerns can be visualized in Appendix A (see Figure 38). 

Since the library structure of EXPLib is somewhat complex we will summarize and visualize it 
according to its constituent sub-parts. In Figure 3, the structure of the EXPLib is broken down into 
the first two levels.  

Figure 3: First and second levels of the EXPLib directory (with third level for CNN also visible) 
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In the following sub-sections, we will provide some details of EXPLib sub-components. 

3.2 DL models 
In the path EXPLib->models exist a number of folders labelled by the neural network types/models. 
In Figure 5 these are visible as MLPs, RNNs (incl. LSTMs), Transformers, CNNs and AEs.  

We have been reviewing (reported in D3.1) and primarily evaluating several explainer algorithms 
designed to reduce the black box nature of DL based models for all of the model types labelled 
here, e.g. DeepRED[7] (used for extracting logic rules, e.g. XOR, typically for densely connected 
networks, therefore related to MLPs). The models we have focused our attention on at this stage, 
in relation to evaluating within the AI-FSM process are CNN-based: Image Classifiers (e.g. VGG-
based neural networks, or ResNet-based), or Object Detectors (e.g. Yolo-based models) - see 

Figure 4: The utilization of EXPLib and DLLib are depicted in relation to the AI-FSM phases developed in WP2. The green pages 
represent input/output artifacts of these phases that together build up the DL specification. 

Figure 5: Sub-directory for the Deep learning/Neural Networks based models that we have 
investigated/will be investigating. 
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many data explanation methods might not be considered “Explainable AI” on the basis that they 
concern the use of analytic approaches that are not novel but could be applicable to any ML model 
engineering with regards to the datasets. 

Whilst datasets contain folders categorized by sensor types of Camera, Lidar and Radar, Camera 
(image based datasets) has received until now the most focus on SAFEXPLAIN (relating to T3.1-
T3.4 activities). Nevertheless, the Lidar sub-directory contains an example use of data. This is found 
in the Lidar->WADS path, script of data profiling (using yData profiling library) on this Lidar point 
cloud data is also provided. 

The example datasets stored in the current version of the EXPLib include coco2017[20], 
CUB_200_2011[21], PASCAL-Parts[22] (labelled PASCAL-PART.v5i.yolov7pytorch; from Roboflow, 
which provides object part annotation files), rs19_val (which is a cropped version of the railsem19 
dataset for the Railway use case – see Wp5). The current datasets stored within EXPLib, are mainly 
benchmark public datasets in the Deep Learning community for testing image classifiers and 
Object detector algorithms and already provide well-balanced datasets in terms of generic 
application. These datasets, however, can only be used as examples of how the libraries can be 
used. For the purposes of safety critical systems, the dataset should be collected/prepared in 
conjunction with the required ODD/operational scenarios and intended functionalities. 

Our customized datasets for the 3 use cases (Railway, ADAS, Space) also require preparation 
techniques: Labelling annotation – data must be correctly annotated; Data augmentation – new 
data distribution must fit the expected real world distribution that may occur in the ODD; Data 
cleaning – anomalies, corrupt instances, must be removed from the dataset, cropping procedures 
must be appropriately standardized; Data pre-processing – normalization of data values, e.g. pixel 
intensities, feature selection, class distribution (from 
PhDMT0001_Data_Requirements_Specifications_template). 

To undergo data preparation (for storage in the prepared_data folder), it is necessary to access 
scripts and functions in the data_management folder within aifsm_phases directory. 

The called XAI algorithms from the PhDM_controller.py file within the data_management folder 
concern the Data Verification sub-phase depicted in Figure 7 and relate to data profiling, data 
prototyping (see section 3.4.1). Figure 9 depicts the relationship between the paths leading to 
data_management and data_explainer.  
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accept/reject, trustworthiness score). As of this point in time, soft voting method and 
bagging methods (Random Forest) are available but not yet adapted to YOLO/SSD models. 

 

 

 

Figure 17 depicts the mappings between the components within this library folder (where VAE 
provides the OOD detector) and the reference safety architecture (by ISO/IEC TR5469[31], which 
is also adopted by D2.2[3]) 

Figure 16: Example results of Bayesian uncertainty aware model. The 
example model is a simple MLP regression network 

Figure 17: Mapping Operational XAI components in EXPLib and ISO/IEC TR 5469 safety architecture 



 

25 

D3.2 Interim Report of DL Components and Library V1.0 

 
Figure 18: Example decision tree surrogate model approximating a trained Yolov7 model bodyparts/person detection relation on 
the PASCAL-VOC dataset 

3.4 XAI library 
In this section we present the rationale behind, and content of, the folders within the EXPLib that 
comprise the XAI library. Explanation (XAI) is required at each of the AI-FSM phases: PhDM (Data 
Management phase), PhLM (Learning Management phase), PhIM (Inference Management phase).  

In reference to Figure 20 (the relevant sub-part of which being presented in abstraction in Figure 
19), in order to assure the dependability of the DL component, explainer algorithms are required 
to explain: i) quality of the data (“Data explainers”), ii) the quality of the model (“Model 
explainers”). In turn, a (Safety) supervisor component is required to arbitrate whether the DL 
component can be relied upon when making its predictions in OM stage. The (multiple) supervisory 
checks that this component makes concern possible weaknesses of the data or of the model itself.  

  
Figure 19: Critical XAI components required for assuring dependability of the DL component. 

 

 
Figure 20: Sub-directory for the xai_library that implements: i) data explainers, ii) model explainers, iii) supervisor component, and 
additionally iv) metric extractors. 

In Figure 20 is visualized the sub-directory of EXPLib that concerns the contents of the XAI library. 
The contents of the 1st level folders within this sub-directory can be summarized as follows:  
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Data profiling: This includes simple methods such as evaluating whether data is corrupted or is 
missing labels or contains incorrect labels. We have included within the EXPLib simple functions 
for computing these properties of the dataset and are callable through the data_explainers.py 
script that in turn is called by the PhDM_controller.py script. We do not consider such profiling 
methods representative of XAI approaches though. Here, instead we present the use of 
exploratory data analysis (EDA) that is currently present within the EXPLib.  

 
Figure 21: Outputs of EDA for the rs19_short dataset when running PhDM_controller.py script. This script is callable from the 
aifsm_eval.ipynb script, which calls data profiling functions from within the PhDM_controller.py script. Left. Class distribution 
analysis. Centre. Pixel Intenstiy Analysis. Right. UMAP Analysis. 

EDA functions are callable from within the PhDM_controller.py script. In Figure 21 shows the 
output of analysis of four classes of data within rs19_short dataset: car, crossing, pedestrian, track. 
The left most figure clarifies that the class distribution is uniform and not biased. The pixel intensity 
analysis, on the other hand, shows a skewed distribution of pixel intensities for the car class 
relative to the other classes. The relatively lower pixel intensity values for this class of data might 
lead to difficulties in model predictions for this class of data in as smaller intensity inputs can lead 
to smaller gradient values with which to update the weights (feature representations) for these 
pixels. The developer is therefore informed that normalization techniques would be useful here to 
guard against bias of class representation. In the right most figure the plot of UMAP (Uniform 
Manifold Approximation and Projection for Dimension Reduction) [32] (preferable to PCA at it 
captures better the complex non-linear relationships that can exist in the unstructured data) 
indicates that car images form distinct clusters of two types and are mostly separated from the 
other classes of data. Crossing and pedestrian classes overlap, which could be explained by the 
fact that pedestrian images are often beside or on crossings. Track images overlap somewhat with.   

3.4.2 Model explainers 
A number of types of model explainers are found in the model_explainers folder some of which 
are indirectly callable from the aifsm_eval.ipynb colab script other are planned to be callable from 
March 31st. The approach to XAI is broken down in D3.1. into use of global explainers (where 
explanations for how models represent features of the dataset are provided in relation to the 
trained weights of the DL model), local explainers (where explanations for model predictions are 
provided in reference to single data instances); we further add the notion of glocal explainers (see 
[17]) concerning XAI algorithms that offer both global and local explanations. Furthering the 
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indicate positive values with respect to the class prediction “crossing” and blue pixels provide 
negative values. The values below a certain (positive) threshold are masked and original image 
segment is overlayed on a faded version of the original image with “zoom in” over the segment for 
visibility. The combination track-part and rail-part concepts might reflect the fact that the crossing 
and track features tend to overlap in the dataset (as identified by the UMAP analysis shown in 
Figure 21). The crp code is adapted from: https://github.com/rachtibat/zennit-crp. 

The zoomed in segments of Figure 24 show “what” is being encoded of the image, i.e. the concept, 
and in this sense considered a global property by the authors. Examples here concern heatmaps 
showing “where” are the relevant parts of the image for model prediction, and in this sense 
considered a local property by the authors.  This combination of data point specific location of 
features relevant to prediction and local-independent human interpretable concepts are what 
make the approach “glocal”.  

3.4.3 Metric extractors 
3.4.3.1 Explainability and KPI metrics 
The list of explainable metrics and KPIs that will finally be implemented and tested within the 
EXPLib can be found in D3.1., section 3.5.1. Currently XAI metrics are implemented in terms of 
distance metrics between models using different input (as mentioned in Section 3.4) using the 
heatmapdistancefolder.py file found in xai_library->model_explainers->metric_extractors. We 
also use VAE for comparing reconstruction error performance (RMSE) for the training (validation) 
dataset against the verification dataset (used in the DLLib and potentially for PhIM – not currently 
callable within our aifsm_eval.ipynb script). If the reconstruction error for the verification dataset 
is lower than for the training dataset beyond a certain threshold, it can be considered anomalous. 
We will also compare models for explanation performance using distance measures (e.g. 
euclidean, cosine) in relation to original trained models (e.g. Yolo7) and quantized versions (e.g. 
Yolo7-tiny) or pruned versions in order to see if shap values (or other such saliency map based 
metrics) significantly differ with respect to given data points. An algorithm Shap-GAP already exists 
for this purpose ([5]). 

3.4.3.2 DL component metrics 
The list of candidate DL component explainability metrics that will finally be implemented and 
tested within the EXPLib can be found in D3.1., section 3.5.2. The output of Yolo7 trainable using 
the aifsm_eval.ipynb script (albeit with the requirement for the model to be trained in colab but 
off google Drive (seemingly for access reasons) and then to save the trained model and KPI/metrics 
into the relevant folder. This folder contains the saved weights of the model and standard metrics 
concerning Precision-Recall curves, F1 curve, mAP, confusion matrix (over all 80 data classes). 
Currently for the VGG16_bn only stored are graphs plotting training performance with respect to 
training and validation error on loss and accuracy over epochs where stopping criteria was selected 
for number of epochs rather than successive increases of validation error. Training of the VAE is 
stopped, however, according to six increasing validation losses (to guard against overfitting to the 
training data).   

3.4.3.3 Structural coverage metrics 
 The following metric extractors are available (reader should consult D3.1 for more detailed 
descriptions): NC, NBC, SNAC, KMNC, TKNC, DC. 
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Structural coverage metrics implemented within the library,  
EXPLib.xai_library.metric_extractors.structural_coverage include: 

NeuronCoverage class (NC): Activated neurons are selected with threshold 0.5, and the ratio of 
number of activated neurons/total number of neurons in a specific selected layer can be 
considered as the NC. The metric in this case is specific to a data sample as input. When applying 
this metric extractors for all data samples in the “known” datasets and combine the activation 
neuron-wise, we will achieve the overall NC, and can also log the neuron activation patterns for 
later used with anomaly detector in OM. 

NeuronBoundaryCoverage: Computes the boundary coverage of neurons in a model. The 
difference between the two captured neuron activations with regards to two different sets of input 
data will be computed as the metric measures. 

StrongNeuronActivationCoverage: Similar to NC, but this metric only considers strongly activated 
neurons in the coverage (e.g. the default threshold used is 0.5) 

KMultisectionNeuronCoverage: Measures neuron coverage distributed across multi-section 
defined by an input parameter (default 10 sections). The coverage accounts for neurons that 
activated across selected sections taken an input data sample. 

TopKNeuronCoverage: Measures coverage by passing an input data sample through the model 
and sorting the neuron activations across layers, then selected top-k activated neurons (top-k is 
defined by input parameter, default to 20). The coverage is defined as number of unique top-k 
activated neurons/total number of neurons. 

DecisionCoverage: Passing in data samples and compute the number of unique decisions as the 
coverage.   

3.4.4 Supervisory monitor 
A supervisory monitor (also referred to as a supervisor) is a software component that oversees the 
predictions made by the DL components and estimates the trustworthiness scores, i.e. if the 
predictions are reliable enough for safety critical decisions to be based on. For shorter terms, a 
supervisory monitor is also referred to as a supervisor or a monitor. 

Within the safety patterns architecture, supervisory monitors are key subcomponents of the “L1- 
Diagnosis and Monitoring” component in safety patterns architecture of D2.2. 

The validated python supervisory monitor models will be ported into low level C-based libraries 
for use in the NVIDIA Jetson AGX Orin platform (DLLib Supervisory Monitor). 
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The autoencoder is trained on the datasets managed in PhDM. In the Inference stage (PhIM but 
also in Operation and Monitoring), the new data is evaluated as being OOD or not as a function of 
the reconstruction error (magnitude of output layer vector minus input layer vector) as compared 
to the reconstruction error produced using the original data. If a certain threshold is reached 
(deployment data reconstruction error higher than for original data, e.g. compared using Euclidean 
distance), the supervisor determines confidence in the prediction and whether the predictions 
should be trusted by the next module/user in the pipeline or not. 
In Figure 26 are shown examples of types of anomaly detector methods using frames from a video 
sequence of a car on a motorway and where frames were inserted with properties that were 
considered OOD (at least in the sense that they were not consistent within the frame sequence). 
Certain anomaly detector supervisors may be more suited to certain data or monitoring tasks. 
VAEs might, for example, function better as detectors of images that differ in relation to a 
particular dimension of the data (in the example in Figure 27, the change in lighting is picked up 
by the detector). For certain other dimensions of data change, e.g. corruption of a subset of pixels 
as is shown in the third image from top, the optical flow detector appeared better at detecting the 
anomaly.  

Figure 26: Variational autoencoder architecture for evaluation of OOD in deployment. 
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Figure 27: Use of supervisor functions for detecting anomalous inputs. Left side, the top images show the original image (doctored 
to be darker) and the reconstructed image (which is based on the statistics of the training data, in this case just the frames of the 
video sequence). As compared to the undoctored images below the anomaly detection is relatively high 0.0886 > 0.0011. Right 
side, an optical flow detector evaluates differences in the same sequence of images for inconsistencies anomalies. 
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Note, the corrupted values (colouration of the car) in the 3rd frame from top in Figure 28 also leads 
to the Yolo7 model not being able to correctly locate and classify the object. 

3.4.4.2 Surrogate models 
Using a Decision Tree or Rule-based (Rule extractor) as a higher SIL supervisor to monitor the DL 
components provides another means to supervise output. An example of use of a surrogate model 
that is contained within EXPLib and callable via the aifsm_eval.ipynb script. In this example, body 
part images are used as inputs for a binary decision tree regression model (see Figure 18) to 
approximate the person detection (boundingbox, scores). The approximated person detection will 
then be compared with the detections from the DL model to assess the deviations of model 
behaviours (with regards to the logics embedded in the surrogate models, which have been 
verified during the AI-FSM lifecycle). 

3.4.4.3 Uncertainty estimator and management 
Uncertainty estimates shall be provided by the modified DL component itself.  

Uncertainty management describes the rules used to combine results from different supervisors 
for the safe supervisor decisions (Accept/Reject), also referred to as decision function (see more 
in Section 3.3.4). 

Currently contained within the EXPLib (in xai_library->model_explainers->uncertainty_models) are 
python codes for carrying out a number of available approaches that can be applied for DL model 
uncertainty – bayesianmodels.py and conformal_prediction.py. Reference to uncertainy 

Figure 28: Sequential video frame inputs to a pretrained Yolo7 model and to a trained Variational Autoencoder. Left. Original 
image inputs and VAE reconstructed image. Anomaly score by the VAE for each frame is provided in the centre of the image 
where it can be seen that the first image provides a larger score (as a result presumably of the edited change in luminosity of the 
frame). Right. Original images on the left side and Yoloy7 localization and classification on the right side with optical flow 
difference scores. 
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volume of data, are logged here in the walkthrough example (currently output to .txt file but will 
be output to another .json file with results compared against the aforementioned dataset_valida-
tion_rules.json. 

For data verification, we evaluate balance of this dataset in relation to i) class distribution, i.e. 
evaluate the number of images within which each of the 20 classes of objects within the PASCAL 
VOC dataset are present, ii) bounding box statistics, i.e. distribution of dimensions of the bounding 
boxes over the dataset, iii) pixel intensity analysis, i.e. evaluate the pixel intensities of each image 
with respect to classes of data. This analysis can then be logged and compared against require-
ments via loading the dataset_validation_rules.json file stored within aifsm_phases->data_man-
agement. Figure 30, Figure 29, Figure 31 show plots for these analyses.  

 

 

Figure 29: Bounding box distribution analysis of the PASCAL VOC dataset for the walkthrough example. Left. Distribution 
of bounding box dimensions for localizations of the person object. Right. Bounding box area distributions for person.  
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Learning Management Phase (PhLM). Within EXPLib is included folders and analyses for the 
different sub-phases of the PhLM as described in 
PhLMG0002_Learning_Management_Guidelines.odt and also D3.1.  

Figure 30: Class distribution analysis of the PASCAL VOC dataset for the walkthrough example. PASCAL VOC provides data instances 
that often contain multiple objects. Here it can be seen that “person” objects are much more represented than other objects and 
may potentially account for certain biases in model classification.  

Figure 31: Pixel intensity analysis for example classes from PASCAL VOC dataset. Left: PIA for person. Right: PIA for train. The 
distribution for both classes show relatively large numbers of data instances for extreme values. 
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For Model Training the walkthrough allows for training (using PASCAL VOC dataset) of the Yolo7 
model and VAE (as the supervisor monitor component to be used for PhIM). Figure 32 illustrates 
Yolo7 trained performance metrics and VAE training versus validation loss performance over 

epochs. Figure 33 illustrated the trained VAE performance over epochs on the PASCAL VOC dataset 
with stopping criterion 6 non-reducing loss validation checks. 

 

Figure 32: Training performance of Yolo7 over 10 epochs using PASCAL VOC. Note, only 10 epochs were run due to the training time 
involved. 

Figure 33: Training output of VAE (supervisor monitor algorithm) trained on PASCAL VOC. Training 
terminated after 18 epochs following 6 non decreasing validation loss  results. This data is required 
to be logged to verify the model is not overtrained (does not overfit to the training data).   
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Inference Management Phase (PhIM). Within EXPLib is included folders and analyses for the 
different sub-phases of the PhLM as described in 
PhLMG0003_Inference_Management_Guidelines.odt and also D3.1. The VAE (OOD detector 
supervisor component) trained in the PhLM stage is used in this phase to evaluate anomalies in 
the test dataset. So far we have tested with respect to video frames taken from a video of car on 
a motorway and altered to contain “anomalous” features (see Figure 32 and Figure 33) and with 
another webcam customized dataset (see Figure 24 and D3.1).   

For Model Conversion, this concerns carrying out analyses to meet requirements for model con-
version for deployment, i.e. converting pytorch based Deep Learning components into models 
coded in C libraries to be deployed on the NVIDIA Jetson AGX Orin platform. Pre deployment it is 
necessary to evaluate the effects on performance and explanation fidelity when making changes 
to the model to reduce computational requirements for real time operation. Here we are carrying 
out analyses to compare Yolo7 with its quantized parameterically and architecturally smaller ver-
sion Yolo7-tiny. We currently carry out checks to compare Yolov5 and Yolov7 on individual data 
points. We compare Yolo7 versus Yolo5 performance in Figure 34. The vectors of the flattened 
shap values superimposed over the images allow for cosine based and Euclidean distance evalua-
tions between Yoloy5 and Yolo7. The images (left and centre) indicate that the bounded region for 
the person prediction provides positive (red pixels) shap values in both cases though the positive 
and negative (blue pixels) are somewhat inconsistent here. Nevertheless, using sufficiently well-
trained models (in our example the Yolo7 model is only trained for 10 epochs) can provide a metric 
for comparison of consistent explainability over different models. This may be particularly im-
portant for quantization where a simpler model (e.g. Yolo7-tiny as compared to Yolo7) must be 
evaluated not only for consistency in performance to the more complex model but also for con-
sistent explanations.  

 

Further XAI approaches being evaluated: A number of analyses are being used to evaluate 
whether the trained and optimized model is ready for deployment in relation to the Inference 
Requirements Specifications (Figure 13).  These analyses/checks relate both to model performance 
and explainability:  

Figure 34: Shap values for Yolo7 (left) and Yolo5 (centre) in relation to a test image (not from PASCAL VOC) using the trained Yolo7 
(best) model and with respect to a localized person (within a bounding box). Difference in performance is observably not great 
and is quantified using both cosine and Euclidean distance metrics. The right hand figure shows an example of the output of a 
Yolo7 model trained on the PASCAL-PART.v5i.yolov7pytorch dataset (more epochs than the Yolo5 and Yolo7 models) and can be 
shown to have high shap values (red pixels) for the torso component of the person. Note, different models (Yolo5, Yolo7 or Yolo7-
tiny as examples) can only be reliably compared if trained to convergence (with indicators of not overfitting to the training data). 
The Yolo7 model here is trained on 10 epochs whereas the Yolo5 model is a downloaded pre-trained (many more epochs) model. 





 

47 

D3.2 Interim Report of DL Components and Library V1.0 

3.6 Minimum Viable Product (MVP) 
The aim of this section is to provide an MVP describing how EXPLib and DLLib can support the Toy 
model (D5.1, section 5) being compliant with the SAFEXPLAIN safety assurance framework (AI-
FSM, D2.1) and the reference architecture patterns (D2.2) using a subset of proposed technical 
approaches in D3.1. The work with MVP has just started and will continue to the end of the project. 

3.6.1 MVP reference architecture 
Figure 35 illustrates the high-level architecture of the MVP, where the key focus (in scope of this 
deliverable) is on the Supervisory monitor component and the Decision function. 

Note that, at this point in time, the work on MVP has just started thus the following subsections 
are describing the planned actions. 

Figure 35: MVP highlevel reference architecture 

Figure 36: Realization structure of functions in Operational_XAI and DLLib 
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Figure 36 shows the realization structure of different python functions (reflecting the reference 
architecture in Figure 18). This structure is also used within DLLib. 

The input image stream will be split by a splitter function into parallel input queues. DL component 
and Input data anomaly detector will read in the images from input queues and provide detections 
in the form of tuples (bounding box, object class, score) and input anomaly scores. The architecture 
is scalable and can adopt more DL components and supervisors. 

Two extra supervisory monitors are also implemented: (i) Decision Tree based surrogate model 
that has been trained to provide object detection from detected parts, and (ii) anomaly detector, 
that uses VAE model trained on neuron activation patterns at a selected layer of the DL 
components). 

The outputs from the DL component and the three supervisors will then be fed into decision 
function that uses one of the available ensemble methods to provide the consolidated prediction 
(bounding box, class) and the trustworthiness scores (either a binary Yes/No or a scalar for the 
next module in the pipeline, Action Planning, to decide). 

The online metrics that can be extracted in real-time and post into the platform monitoring 
components can be selected from: model confidence scores, anomaly scores, and computed 
uncertainty levels (if uncertainty-aware DL model is deployed). 

 

3.6.2 MVP component description 
3.6.2.1 Sensors 
Currently, the Camera sensor is used, where input data will be streaming timeseries images from 
a folder. 

3.6.2.2 DL based perception module 
The perception module is the Toy model described in D5.1, section 5. The module is an object 
detector CNN network based on SSD Lite MobileNetV3 large model. The reader is referred to D5.1 
for further technical details. 

3.6.2.3 Supervisory monitor 
Initial implementation will start with using Variational Autoencoder (VAE) as an anomaly detector 
(OOD - Out of Distribution detector). The VAE model will be trained/verified with the same 
datasets used for Toy model development. 

3.6.2.4 Decision function 
Bagging Random Forest (RF) based model that works with input (bounding boxes, class, scores) 
and anomaly scores to derive the consolidated result in the form of (bounding box, class, 
trustworthiness core) will be used. The RF will be trained on the dataset’s annotations (as its 
groundtruth) and DL model predictions + anomaly scores on the same datasets as its input data. 

3.6.2.5 Action planning module 
This module will take in the input from DL component and from supervisor (accept/reject) to 
decide: 
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Acronyms and Abbreviations 
- AI- Artificial Intelligence 
- CAM – Class Activation Maps (XAI algorithm) 
- CRP – Concept Relevance Propagation (XAI algorithm) 
- DLLib – Deep Learning Deployment Library 
- EXPLib – Explainable Deep Learning Library  
- Dx.x – deliverable 
- DL- Deep Learning  
- KPI – Key Performance Indicator 
- LIME - Local Interpretable Model-agnostic Explanations (XAI algorithm) 
- L-CRP – Localized Concept Relevance Propagation (XAI algorithm) 
- LRP – Layerwise Relevance Propagation (XAI algorithm) 
- OOD – Out of Distribution 
- PhDM – Data Management Phase 
- PhLM – Learning Management Phase 
- PhIM - Inference Management Phase 
- SHAP - SHapley Additive explanations (XAI algorithm) 
- SSD – Single Shot Detector (Object detector algorithm) 
- Tx.x – task 
- VAE – Variational Autoencoder 
- WPx – Work Package 
- YOLO – You Only Look Once (Object detector algorithm) 
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Appendix A 

 

 
Figure 38: showing full EXPLib structure as it is currently populated (some files not shown). 
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Appendix B 
 

README.txt file describing the cell by cell walkthrough for the aifsm_eval.ipynb colab script. The 
file maps to the state of development of the EXPLib (and colab walkthrough demo) in Table 1. This 
file is being updated in relation to explainable methods/algorithms that are being integrated within 
the runnable colab version and an offline version of EXPLib.  

 

A shareable Drive link to the walkthrough code is available on request.  
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Appendix C 
 

 
Figure 39 visualization of the AIFSM support pipeline for two models: i) Variational Autoencoder (VAE) as a trainable anomaly 
detector to be used in DLLib, ii) Target Deep Learning algorithm (in the walkthrough case Yolo7) as a trainable object detector that 
is to be the dependenable component. 

In Figure 39 is illustrated the walkthrough pipeline for passing VAE (aonomaly detector) and Yolo7 
(Target DL/object detector) through the AIFSM supported phases. Note, the trained VAE in the 
PhLM phase of the VAE’s pipeline serves as the loaded VAE model in the PhDM phase of the Yolo7 
model pipeline. VAE and Yolo7 models are to be saved and ready for use in DLLib as well as logged 
regarding training, performance and relevant explainable components.   

Below are provided (snippet) example log files (.json format) for each of the PhDM, PhLM and 
PhIM phases. These files provide output from the walkthrough demo that uses the PASCAL VOC 
dataset and target model Yolo7. More information will be provided for these files following M18.  
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