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Critical Embedded Systems and Al

* Al techniques are at the very heart of the realization of advanced software functions such as
computer vision for object detection and tracking, path planning, driver-monitoring systemes,...

* Till today, Al mostly in fail-safe systems (i.e. systems with a safe state)
* Supervise the Al-based functionality and, if it fails, switch it off, switch to a degraded mode, etc.
* Al software without safety requirements

* No longer possible with fully-autonomous systems

* Al software inherits safety requirements, so it must adhere to a development process guaranteeing
functional safety

* Challenge: Al software development does not adhere to the process for usual control software
* Empirical development without explicit and precise requirements

* Data-based software design
* Not “correct-by-construction”
* Monolithic architecture
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SAFEXPLAIN ambition

* Architecting DL solutions enabling certification/qualification

* Making them adhere to “safety culture”

[Platform & toolset level support

* Preserving high performance % Bal

* Tailoring solutions to varying safety requirements (e.g., different
safety needs for a coffee machine and a plane)
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DL solutions building on XAl

* New development process

* XAl needed to make the system be
correct-by-construction despite building
on Al
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* New software architecture

! Al-based subsystem
1

* XAl needed for supervision and

realization of safety measures

Safety control
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