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Challenges



WHY DL software is so different for safety

culture?

* Domain uncertainty: Datasets
correctly represents the problem

* Model epistemic uncertainty:
model correctly models the
problem

* Aleatoric uncertainty: Irreducible
uncertainty concerned with the
nature of the problem

SAFEXPLIIN

Brando,

$$$$$$$

Domain
uncertainty

p(x7)

p(M | X,Y,x*)

Predictive

p(y* | X, Y,M,x*) dM

AT System
B Defined by M ¢ M

Epistemic uncertainty
of the predictive system

Y

Aleatoric uncertainty
of the predictive system

ndo, A., Serra, |., Mezzetti, E., Cazorla Almeida, F. J., & Abella Ferrer, J. (2023). Standardizing the probabilistic sources of uncertainty for the sake
of safety deep learning. In Proceedings of the Workshop on Atrtificial Intelligence Safety 2023 (SafeAl 2023) co-located with the Thirty-Seventh AAAI

Conference on Artificial Intelligence (AAAI 2023): Washington DC, USA, February 13-14, 2023. (Vol. 3381). CEUR Workshop Proceedings.

Barcelona - 2025/09/23




DL uncertainties
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Aleatoric

uncertainty
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Strategy: Reduce and Control uncertainties

* Functional safety lifecycle (Al-FSM)
* Reduce “reducible” uncertainties
* “Know” residual uncertainties Not

Not

Hazardous hazardous Hazardous e hazardous

« Safe operation architecture (OM)
* Monitor uncertainties

» Safe actions & diagnosis

Example of an initial starting point of development Goal for the SOTIF release
Key
E known, not hazardous scenarios (area 1)

- known, hazardous scenarios (area 2)

unknown, hazardous scenarios (area 3)

unknown, not hazardous scenarios (area 4)

Figure 8 — Alternative evolution of the scenario categories resulting from the
ISO 21448 activities
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Al-FSM XAl solution mappings
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Algorithmic Image End user
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Safety architecture (Operation & Monitoring)

XAl as enabler to
manage residual

uncertainties
. Object detector ] > DL module #1
o Segmentation
- RegEsse rz BL module #2 1) ALERT, 2) Graceful degradation
t Rejected DB
N Supervisory
“] monitor #1 | *
. * N Supervisory Decision | Safety Action
Sensors »| Splitter monitor #2 ™ function "1 control planning
N Supervisory
“1 monitor #3
L1DM

/
Anomaly detectors (input/model/output)

Uncertainty estimators

Intrinsic explainable surrogate models + Ensemble methods
Runtime metrics
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XAl enabled compliance
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Support V&YV strategy
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Operational and Monitoring stage

Consolidated prediction &
trustworthiness

Anomaly detection
+ Object detector DL module #1
overlay + Segmentation
* Regression i
8 DL module #2 1) ALERT, 2) Graceful degradation
_
A 4

Supervisory

monitor #1
‘ Sensors }———V‘ Splitter

Supervisory Decision
monitor #2 function

Original Image

Anomaly Heatmap

Rejected DB

—

Safety
control

Action
planning
Supervisory
monitor #3

L1DM

* Anomalydetectors
Data 00D
Modelattention, neural activation patterns
Distribution shift

- - + Ensemble methods
* Uncertainty estimators

c 5 + Intrinsicexplainable surrogate models ° Rmimausiies
Uncertainty estimate

Keypoints and Predicted Bounding Box

Safe surrogate model
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