
http://www.safexplain.eu/






https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2022/11/D2.2-DL-safety-architectural-patterns-and-platform.pdf


https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2022/11/D2.2-DL-safety-architectural-patterns-and-platform.pdf
https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2022/11/D2.2-DL-safety-architectural-patterns-and-platform.pdf




https://github.com/AlexeyAB/darknet


https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf










https://safexplain.eu/wp-content/uploads/2025/02/SAFEXPLAIN_D2.1_31_03_24.pdf
https://safexplain.eu/wp-content/uploads/2022/11/D5.1-Case-study-stubbing-and-early-assessment-of.pdf












































http://www.safexplain.eu/


 

2 

Annex A: Railway Safety Concept 
Version 1.0 

Change Log 

 

  

Version Description Change 
V1.1 TÜV Rheinland corrections 
V1.0 Final version for TÜV Rheinland 
V0.1 First draft 
V0.0 Document created 
  
  
  
  





 

4 

Annex A: Railway Safety Concept 
Version 1.0 

5.1. Safety Pattern 1 (SP1) ........................................................................................................... 34 

5.1.1. System Architecture ....................................................................................................... 34 

5.1.2. Diagnostic and monitoring mechanisms ........................................................................ 35 

5.2. Safety Pattern 2 (SP2) ........................................................................................................... 39 

5.2.1. System Architecture ....................................................................................................... 39 

5.2.2. Diverse redundancy ........................................................................................................ 40 

5.2.3. Diagnostic and monitoring mechanisms ........................................................................ 41 

5.3. Safety Pattern 3 (SP3) ........................................................................................................... 43 

5.3.1. System Architecture ....................................................................................................... 43 

Acronyms and Abbreviations ............................................................................................................... 46 

References ......................................................................................................................................... 47 

 

  





















https://www.iso.org/obp/ui/ru/#iso:std:iso:21448:ed-1:v1:en:term:3.17
https://www.iso.org/obp/ui/ru/#iso:std:iso:21448:ed-1:v1:en:term:3.17






 

17 

Annex A: Railway Safety Concept 
Version 1.0 

 

 
Figure 3: Incremental strategy for AI adoption in safety critical systems 
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requirement violations, doing an upper estimation of resources, evaluating the influence of 
hardware and software interactions and evaluating timing and execution failure modes. Similarly, 
the Certification Authorities Software Team (CAST), an international group of certification and 
regulatory authority representatives from the Federal Aviation Administration (FAA), provide 
guidance for ensuring safe implementation of multicore processing in the avionics domain [4] [9]. 
Next table summarizes the objectives of CAST-32A and AMC 20-193: 

Table 3: Summary of CAST-32A and AMC 20-193 Objectives [9] 

 ID Description 

So
ft

w
ar

e 
Pl

an
ni

ng
 PL_1 Include MCP specific planning details in the SW plan doc. Specific processor, 

number of active cores, software architecture, dynamic software features, 
whether it hosts an IMA-like system (with applications from different systems) or 
not, Robust Partitioning supported or not, methods and tools for development and 
verification. 

Pl
an

ni
ng

 a
nd

 S
et

tin
g 

Re
so

ur
ce

s 

RU_1 Determine configuration settings that enable to satisfy the functional, 
performance and timing requirements. 

RU_2 Critical configuration settings shall be static and protected against unintended 
modifications. 

PL_2 Include a high-level description of shared resource usage and active dynamic 
hardware features in the hardware and software planning documents. Intended 
shared resource allocation and verification to prevent resource capabilities from 
being exceeded. 

In
fe

re
nc

e 
Ch
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ne

ls
 

an
d 
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ce

 U
sa

ge
 

RU_3 Identify interference channels and verify the chosen means of mitigation. 
Interferences caused by shared memory, shared cache, interconnect, shared I/O 
or any other shared resource. 

RU_4 Identify available resources in the intended final configuration, allocate them to 
the applications and verify that the demands do not exceed the available 
resources (under worst-case scenarios). 

So
ft

w
ar

e 
Ve

rif
ic

at
io

n 

SWV_1 Verify that all software components function correctly and have sufficient time 
when all the software is executing in the intended final configuration. Depends 
on the platform classification: 

1. Platforms with Robust Partitioning: SW verification and WCET analysis can be 
done separately for each SW app. 

2. All Other Platforms: If interference is mitigated for any software component or 
set of requirements, the verification of such components can be done separately. 
Otherwise, verification and WCET analysis shall be done with all software 
components executing together. 

The objectives in Table 3 can be summarized into the following four high level principles: 
1. Determining the final configuration. The designer shall determine which is the intended 

_final configuration that will enable to satisfy system requirements (PL_1, RU 1) and this 
configuration shall be protected against modification at runtime (RU 2). 
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In the table below (see Table 4) the train operation basic functions of the three cases have been 
classified considering their grade of automation, usage level and AI technology class. 

Table 4: GoA levels of the system 

Grades and type of 
automation 

Basic functions of train 
operation Use case AI technology 

class & AI 
Application and 

Usage Level 
defined by 

ISO/IEC TR 5469 

Applicable 
SP 

Grades of 
Automation 

Type of train 
operation 

Supervise 
track 

(prevent 
collision) 

Driving 
(control 

acceleration 
and braking) 

Description 

GoA 1 Non 
automated 
train 
operation 
(NTO) 

Driver Driver The IA algorithm is not 
part of the safety 
function. 

Detects an obstacle in 
the tracks and warns the 
driver. 

The driver (safety 
responsible) must act 
safely (activate brakes). 

Class II 

Usage Level D 

SP1 

GoA 2 Semi-
automated 
train 
operation 

Driver Automatic The IA algorithm 
participates in the safety 
chain (at a low-level 
safety integrity). 

Detects an obstacle in 
line of collision and 
warns the driver.  

Activates the service 
brake (SIL 2).  

The alerted driver (safety 
responsible) can activate 
the emergency brake (SIL 
4) or deactivate the 
service brake (SIL 2). 

Class II 

Usage Level C 

SP2 

GoA 3 Driverless 
train 
operation 

Automatic Automatic The IA algorithm is part 
of the safety chain. 

Detects an obstacle in 
line of collision and 
warns the control centre 
(only for GoA 3). 

Activates the service 
brake (SIL 2) and 
calculates the braking 
distance with the current 
braking capacity, 
activating the emergency 
brake (SIL 4) when the 
collision distance is 
below a threshold. 

Class III (Class II if 
explainability 
techniques are 
applied) 

Usage Level A1 

SP3 

GoA 4 Unattended 
train 
operation 
(UTO) 

Automatic Automatic 
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Figure 15: SP2 to NVIDIA Orin resource allocation and configuration options 

Table 7: SP2 to NVIDIA Orin resource allocation and configuration options 

SP2 Element Safety / non-safety SP2 - A NVIDIA Orin resources and configuration 

Object and track 
detection AI based SIL 2 SW 

Two instances, each in one separate CCPLEX CPU Cluster (Cortex A78) 
in lockstep configuration 
GPU for AI inference (depending on the DRS CPU or other computing 
resources could also be used to improve diversity) 
Memory controller fabric and traffic from CPU cluster to GPU 
MMUs for spatial independence 
SAFEXPLAIN SW Stack 

Supervision 
components 

Traditional or AI 
based SIL 2 SW 

Each AI/ML constituent has each own L1DM and optionally each own 
supervisor function (depends on user application). 
Depending on the implementation of the supervision component, it 
may need GPUs for improved performance (e.g., AI based supervision 
function). 
The supervision components can share same CCPLEX CPU Cluster 
(Cortex A78) in lockstep configuration as the AI/ML constituent. 
MMUs for spatial independence 
SAFEXPLAIN SW Stack 

Decision function 

Traditional SIL 2 SW 

These SW components can run on any of the CCPLEX CPU Cluster 
(Cortex A78) in lockstep configuration used for the AI/ML constituent 
with the same configuration, since they have the same integrity level. 

Distance 
estimation 
Object 
classification and 
positioning 
Train operation 
control Traditional SIL 4 SW CCPLEX CPU Cluster (Cortex A78) or SPE in lockstep configuration. 

MMUs for spatial independence 
L4 cache partitioning or disabled 
SAFEXPLAIN SW Stack or different OS on top of SPEs or hypervisor L2DM Traditional SIL 4 SW 
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Acronyms and Abbreviations 
AI Artificial Intelligence SP Safety pattern 

ATO Automatic Train Operation SPE Sensor Processing Engine 

CAST Certification Authorities Software 
Team 

TMR Triple Modular Redundancy 

CBOD Camera Based Object Detection UTO Unattended Train Operation 

CPU Central Processing Unit WCET Worst Case Execution Time 

DC Diagnostic Coverage   

DL Deep Learning   

DMR Dual Modular Redundancy   

DNN Deep Neural Network   

DRS Diverse Redundancy Schemes   

EASA European Aviation Safety Agency   

FAA Federal Aviation Administration   

FSM Functional Safety Management   

FUSA Functional Safety   

GPU Graphics Processing Unit   

HFT Hardware Fault Tolerance   

HPEC High-Performance Embedded 
Computing 

  

IoU Intersection over Union   

L1DM L1 Diagnostics and Monitoring   

L2DM L2 Diagnostics and Monitoring   

L3DM L3 Diagnostics and Monitoring   

ML Machine Learning   

MPSoC Multi-Processor System-on-Chip   

NMS non maximum suppression   

ODD Operational Design Domain   

OS Operating System   

SIL Safety Integrity Level   

SM Stream Multiprocessor   

SoC System on Chip   
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Europe programme under grant agreement number 101069595. 
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Agenda

TÜV Rheinland collaboration

Context

Reference Safety Architecture

Sources of Risk and Incremental Strategy

Automatic Train Operation (ATO) system
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Safety pattern: Generic solutions for commonly recurring design problems with the aim of simplifying 
and standardizing the design process
Common examples:

Single channel with diagnostics (1oo1D)                              Dual channel with diagnostics (2oo2D)                  Triple Module Redundancy (TMR) with majority voter (2oo3)

Extend and combine common patterns from traditional Functional Safety (FUSA) to address the new 
challenges brought by DL-based approaches in complex HW/SW platforms

Safety architecture patterns

Reference safety architecture Evaluation on NVIDIA JETSON AGX 
ORIN & SAFEXPLAIN SW Stack

Safety Pattern 1

Safety Pattern 2

Safety Pattern 3



















































Next steps





www.www.safexplain.eu
Follow us on social media:

This project  has received funding from the 
European Union's Horizon Europe 
programme under grant agreement number 
101069595. 

THANK YOU!

http://www.healthycloud-project.eu/
https://twitter.com/SafexplainAI
https://www.linkedin.com/company/safexplain/


https://www.bsc.es/
https://www.ikerlan.es/
https://www.aikospace.com/
https://www.ri.se/
https://www.navinfo.eu/
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https://github.com/AlexeyAB/darknet/tree/darknet_yolo_v4_pre
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Main operations performed in darknet-based YOLO
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Main operations performed in darknet-based YOLO
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